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CHAPTER 1
| NTRODUCTI ON

1-1. Overview. a. Force Protection (FP) is an integrated
program devel oped to protect soldiers, civilian enpl oyees and
contractors, famly nenbers, facilities, and equi pnent, in al

| ocations and situations agai nst the full spectrumof threats
t hrough the application of conprehensive prograns and acti ons.

b. DA recogni zes the probability of future attacks including
terrorism electronic data base destruction, etc., against U S
def ense assets in continental United States (GONUS) and outsi de
CONUS (OCONUS). The intent of the Arny Materiel Command ( AMO)
Force Protection Program (FPP) is to present command guidance to
deter, defend, and react to possible threats or attacks directed
agai nst the AMC personnel and resources. This is acconplished by
the planned integration of physical security, personal security,
| aw enf or cenent operations, |nformati on Assurance/ Command & Control
(A C2) protect operations, and operations security (OPSEC), al
supported by the synchronization of training, operations,
intelligence, policy, procedures, and resources.

c. This regulation defines the AMC FPP and i npl enment s
Nati onal , Departnent of Defense (DCD, and Departnent of the Arny
(DA) antiterrorism (AT)/FP policies within AMC

1-2. Applicability. a. This regulation applies to
Headquarters (HQ AMC, AMC naj or subordi nate commands (MBC) and
separate reporting activities (SRA) including subordi nate
facilities, installations, depots, plants, |abs, operations,
activities, sites, and ships.

b. This regulation applies to all AMC personnel - mlitary and
civilian, whether |ocated on or off AMC installations. It applies
at hone station, during nobilization, deploynment, overseas
tenmporary duty (TDY) and during permanent change of station (PCS)
noves. Wen contractors are on AMC properties pursuant to
contract, they wll observe AMC Force Protection guidance.

1-3. Commander's intent a. Antiterrorisnmi Force Protection is
nmy nmost inportant priority. It is essential that each AMC
conmander, manager, and nenber of the Conmand, treat
antiterrorismforce protection with the sane hi gh degree of
signi fi cance and attention.

b. The protection of AMC people, facilities, and assets is an

i nherent conmmand responsibility. | hold conmmanders accountable to
create a secure and safe environnment for their soldiers and
civilians. | expect ny conmanders to renmain personally involved in

their force protection prograns.

1-1
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c. Each nenber of the command nust support the AT/ FP Program
for it to succeed. The lives of our soldiers, civilians and their
fam |y nmenbers are too precious for us to place themat risk by
doi ng anything less than our best to protect them

1-4. References. Required and related publications are |listed
i n appendi x A

1-5. Explanation of abbreviations and terms. Abbreviations

and special terns used in this regulation are explained in the
gl ossary.
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CHAPTER 2
COWAND FORCE PROTECTI ON PCLI CY

2-1. General. AMC conmanders, directors, and supervisors wll

i ncl ude FP nmeasures in the planning and execution of all operations
and activities. FP neasures will be adequate and appropriate to
reasonabl y safeguard soldiers, civilian enpl oyees, contractors,
fam |y menbers and critical assets. FP plans will clearly define
the appropriate responsibilities and procedures for risk
managenment, consequence response and deci si on-nmaki ng.

2-2. Commanders and directors. a. Comanders and directors
at all levels are responsible for Force Protection (FP) within
their organi zations, installations and facilities. AMC conmanders
nmust have functional plans to nanage their FP prograns, provide
training, and issue guidance to their subordinates. FP policy
matters that cannot be resolved at the local level will be brought
to the attention of the next level in the chain of conmmand.

b. Commanders will ensure that FP plans and procedures within
AMC adhere to DD and DA gui dance and standards. Plans will be
designed to deter incidents, and mtigate their effects to sustain
the ability, as much as possible, to carry out assigned m ssions
whil e providing a continuing | evel of protection for personnel, and
critical equiprment and facilities.

2-3. The individual. I ndi vidual responsibility is a key factor
for an effective FP program and each i ndividua wthin AMC nust
actively contribute to FP. Every nenber of AMC nust devel op and
mai ntain an awareness of current threats, report suspected or

actual threats, and take appropriate precautions and acti ons when
confronted with an FP-rel ated incident.

2-4. Coordination between installations and tenants. AM
organizations that maintain offices, facilities, or activities as
tenants on host installations will ensure that FP standards and
saf eguards for AMC personnel and equi prent, not achi eved t hrough
organic resources, are otherw se acconplished through coordi nation
with installation conmmanders. FP issues and services wll be
clearly addressed and identified in docunents that define the

rel ationshi p between host and tenant organi zations (e.g., Terns of
Ref erence, Menoranda of Understandi ng, Menoranda of Agreenent).
AMC Installations have the responsibility to ensure tenant

organi zations are included during FP pl anni ng.

2-5. Resources. Resources and assets nust be prioritized
Force Protection resource requirenments necessary to neet
establ i shed standards will be identified, prioritized, and
budget ed. Were | ocal resources are insufficient to nmeet m ni mum
standards, conmands will forward prioritized and justified
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requirements (with appropriate inpact statements) to the next
hi gher headquarters and initiate appropriate conpensatory
nmeasures. Core el enment proponents (physical security, personnel
security, | aw enforcenent and i nfornmati on assurance/ C2 protect) and
installati on commanders will ensure that measures necessary to mneet
establi shed FP/security standards are adequately resourced or
identified for funding. In addition, technol ogy, where cost

ef fective and appropriate, will be incorporated to the naxi num
extent possible to detect, delay, mtigate, and respond to acts of
terrorism

2-6. Risk managenent. Commanders and deci sion makers wl |
enpl oy risk managenent principles and processes as prescribed in
DA Panphl et 190-51 and FM 100-14, Ri sk Managenent, for

requi rements and devel opnent of FP plans. FP plans will include
| eaders at every level in identifying opportunities to integrate
ri sk managenent into their organizations, tasks, and mssions to
effectively apply the process and control |osses. Protecting the
force through integration of safety into all aspects of planning
and execution is critical to successful operations. Safety as a
conponent of the protection el enment of conbat power nakes | eaders
responsi bl e and accountable for protecting the force.

2-7. Training. a. Comanders wll| conduct and incorporate

i ndividual and unit level FP training into organi zati on and
activity Training Plans. Al deploying individuals (soldiers,
civilian enpl oyees, contractors, and famly nmenbers traveling on
of ficial orders) will receive individual Level | AT/ FP awareness
training as nandated by AMC, AR 525-13, and appli cabl e DCD
directives prior to all travel and depl oynments outside the 50
United States, its territories and possessions.

b. Commanders will ensure procedures are in place to record
and document Level | AT/ FP training received by individuals.

2-8. THREATCON system a. The intent of the Threat Condition
(THREATCON) systemis to inplenent appropriate protective nmeasures
to reduce the vulnerability of personnel and facilities.

Est abli shing and i npl enenti ng conpr ehensi ve THREATCON procedures is
a prinmary factor in protecting personnel prior to an incident and
providing a timely response after an incident.

b. AMC organi zations will ensure conpliance with all THREATCON
procedures and standards as specified by regulation and DOD
directives. Commanders will tailor THREATCON procedures to
i nstall ati on/ geographi c specific requirenents. See paragraph
5-30d of this regulation for AMC specific reporting requirenents.
Appendi x B (THREATCON System) to AR 525-13 contains
required security measures for each THREATCON | evel.

c. Commanders will report annually on their ability to
i mpl enent THREATCON security requirenents (reference paragraph 3-
20) .
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CHAPTER 3
RESPONSI BI LI TI ES

3-1. AMC Headquarters. Command and staff responsibilities for
HQ AMC are outlined in AMC Grcular 525-1 (to be replaced by an
AMC Regul ation). The Deputy Chief of Staff for Logistics and
Qperations (DCSOPS), AMCLG HQ AMC, has overall responsibility for
pl anni ng and coordi nating the Force Protection Programw thin AMC
Qperating under the DCSOPS, the AMC Force Protection Managenent
Ofice (FPMD) w Il establish, inplenent and nonitor FP policy
within AMC. The FPMO coordinates with the FP core el enents and

ot her supporting staff sections to ensure a focused Force
Protection Programis inplenmented throughout the command. AMC
Headquarters wll --

a. Mintain a Staff Assistance Visit (SAV) Programto ensure
AMC FP prograns and policies are properly inplenmented at all AMC
organi zati onal |evels.

b. Publish gui dance to subordinate conmands for inpl enentation
of the Arny FP standards (AR 525-13) and the AMC FP Program

c. Establish a Command FP Conmttee and VWrki ng Group and
appoint a Command FP O ficer and Al ternate/ Assistant FP O ficer.

d. Ensure that Sabotage and Espi onage Directed Against the
Arny (SAEDA) training (AR 381-12) includes basic information on the
nature of the terrorist threat, vulnerabilities of mlitary
personnel, civilian enployees and their famly nmenbers to terrori st
acts, and individual self-protection.

e. Coordi nate devel oprent of FP education and traini ng
prograns, threat briefings, and public affairs command information
progranms to informand increase antiterrori smand persona
protection awareness anong mlitary and civilian personnel and
their famly menbers. Such materials will be di ssem nated on a
routine basis at all AMC locations, with increased enphasis during
peri ods when the THREATCON | evel exceeds NORMAL at CONUS | ocati ons
or exceeds ALPHA PLUS at QGCONUS | ocati ons.

f. Devel op procedures to ensure that personnel traveling (on
| eave, tenporary duty (TDY), pernanent change of station (PCS),
depl oyments and/or rotations) to countries that pose or potentially
pose a physical danger, receive the appropriate AT/ FP Level
training per AR 525-13 prior to initiation of travel.

g. Devel op, coordinate and di ssem nate policy regarding
organi zation, staffing, training and utilization of Speci al
Reaction teans (SRT) on AMC installations.

h. Conduct FP conpliance review of FP operations plans,

operati ons orders, and/or standi ng operating procedures (SOP)
devel oped by AMC MBCs, SRAs, and installations at | east once every

3-1



AMC- R 525-13

2 years, or sooner, if required by najor revision or
install ati on/ conmand real ignnent. Ensure that these plans, orders
or SOPs are exercised at installation | evel on an annual basis per
AR 525-13.

i. Conduct an installation |evel conprehensive FP program
revi ew and FP assessnment of each subordi nate organi zation at | east
once every 2 years.

j. Coordinate requirenents and funding for unique FP training.

k. Establish a systemto nonitor expenditure of FP funds from
programm ng t hrough budget execution with particul ar enphasis on
(but not limted to): Managenent Decision Packages (MDEP) QPR
(Security Law Enforcenent), RIC6 (Physical Security), VIER
(Antiterrorisnm), and QSEC (Director of Security). |In order to
ensure adequate funding is nmaintained in these VMDEPs from OVA, OPA
3, and RDTE appropriations, prioritization reviews will be
conducted wi th cogni zant AMC staff el enents to ensure FP
requi rements are considered at Headquarters, Departnment of the Arny
(HQDA) and AMC Resource Action Conmttees (RAQ.

| . Ensure that FP desi gn nmeasures have been consi dered and
i ncluded, as appropriate, in the command’ s construction program per
AR 415-15. Ensure that recommended protective nmeasures are based
on risk and threat analysis.

m Coordi nate the designation of high-risk personnel and the
establi shrent of protective service mssions and organi zati ons
within the conmand.

n. Establish witten procedures for dissem nating tine
sensitive threat information during duty and nonduty hours. Ensure
that MBCs, SRAs, installations, and separate el enents as deened
necessary by commanders, have devel oped and i npl ement ed supporting
pr ocedur es.

0. Actively nonitor the Force Protection prograns of
subor di nat e commands and SRAs.

p. Chapter 4 of this regulation describes the prinmary core
el enents of Force Protection and the AMC staffs that serve as
proponents for each FP elenment. Core proponents are responsible
for the managenent of their conponent prograns and for the
coordination of Force Protection actions with the AMC Force
Prot ecti on Managenent O fice.

3- 2. Maj or subordi nate conmmands (MSC) and separate
reporting activities (SRA). MSCs and SRAs (excluding SRA
tenants addressed in paragraph 3-4) will inplenment the AMC Force

Protection Programwi thin their organizations and geographi c areas
of responsibility. Commanders of MSCs and SRAs will --



AMC- R 525-13

a. Ensure conpliance and i nplenmentation of all DA AMC AT/ FP
standards, AMC FP requi renents and procedures.

b. Establish and maintain a formal force protection program
and issue inplenenting guidance to subordinate organi zati ons and
activities.

c. MBC commanders and separate activity (excluding SRA tenants
addressed in paragraph 3-4) will establish a Force Protection
Conmttee, a Force Protection Wrking Goup, and appoint in witing
a command force protection officer and alternate/assistant force
protection officer.

d. Ensure that SAEDA training (AR 381-12) includes infornmation
on the nature of terrorist threat, and the vulnerabilities to
mlitary personnel, civilian enpl oyees and famly nenbers to
terrorist acts, and identifies self-protection nmeasures.

e. Develop AT training prograns, threat briefings, and public
affairs Conmmand I nformation Prograns to informand increase
antiterrorismand personal protection awareness anong mlitary and
civilian personnel and their famly nmenbers. Such materials wll
be dissem nated on a routine basis at all |ocations with increased
enphasi s during periods when THREATQON | evel s exceed NORVAL at
CONUS | ocati ons and exceed ALPHA for OCONUS | ocati ons.

f. Ensure that personnel traveling outside the 50 Lhited
States (on | eave, TDY, PCS or organi zation depl oynents) receive
AT/ FP Level | training prior to the initiation of travel

g. Ensure an SRT capability exists per AR 190-58. Wenever
practicabl e, SRT capability should be provided by a federal, state,
or local |aw enforcenment agency or by another Service, per witten
agreenents between the installation and the supporting agency.
These Menoranda of Agreenent shoul d be rmai ntained with the Provost
Marshal .  Wiere practicable, conmanders in OCONUS areas shoul d
request SRT support from host nation police agencies. mmanders
shoul d assess the capability of their own organi zati ons and of
supporting agencies to performthe SRT m ssion per AR 190-58. |[f
SRT capabilities are insufficient or unsatisfactory, comranders
will elevate the issue in witing to the next higher commander.

h. Review FP operations plans, operations orders, and or SOPs
devel oped by subordi nate organi zati ons annual ly, or sooner if
needed due to revised policy, or warranted by maj or changes in
organizational or command structure.

i. Ensure that FP plans, orders, or SOPs are exercised at
installation | evel on an annual basis and include all functional
representatives (including civilian support agenci es, when
appropri ate).

3-3
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j. Programfunds and identify personnel to attend specialized
FP training. Ensure that all personnel with significant FP
responsibilities in operations, intelligence, crimna
i nvestigations, facility engineers, public affairs officers, safety
staff and Provost Marshal staff sections receive FP-rel ated
t rai ning.

k. Establish a systemto nonitor expenditure of FP funds from
programm ng t hrough budget executi on.

| . Ensure that FP desi gn nmeasures have been consi dered and
i ncluded, as appropriate, in the command s construction program per
AR 415-15. Ensure that recommended protective nmeasures are based
on risk and threat analysis.

m Reconmend desi gnation of high-risk personnel/position
(HRP) to HQ AMC (AMCPE-S) per AR 190-58 and AR 525-13 and the
establi shment of full-tine Protective Service organi zations per
190- 58, when required.

n. Include witten procedures for dissenmnating tine sensitive
threat information during duty and nonduty hours in AMC FP Pl ans.
Ensur e subordi nate organi zations, installations, and separate
el ements as deened necessary by commanders have devel oped
supporting procedures.

0. Prior to 15 Novenber each year, provide the Commander, AMC
(AMCLG OF), an assessnent of Force Protection within his/her
organization for the previous fiscal year. The assessnent wl|l
i ncl ude:

(1) A narrative discussion of the conmmand’ s FP st at us.
(2) A copy of the updated MSC FP pl an.

(3) ldentification of all Force Protection upgrades
conpl eted during the preceding fiscal year (including subordinate
el ement s) .

(4) The amount of funds spent on Force Protection upgrades
during the preceding fisca year (including subordinate el enments).

(5) Programmed FP upgrades for the next fiscal year
(i ncludi ng subordi nate el emrents).

(6) Ability/inability of comrand/ organi zati on to i npl ement
and sustain the various THREATCON security requirements (including
subordi nate elenents). Detailed information is required for those
neasures that cannot be inplenmented. A generalized statement wll
suffice for THREATCON neasures that can be effectively inpl enented.

(7) Aprioritized list of unresourced FP projects, with
justification and inpact statenent (including subordinate
el ement s) .
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(8) A sunmary of lessons |earned fromthe annual FP
exercise (including subordi nate el enents).

. Ensure inplenmentati on of Information Systens Security
(1SS)/I nformati on Assurance (1 A) m ni mum security requirenments
identified in AR 380-19 by all subordi nate activities.

3-3. AMC install ati ons. AMC Installati on Commanders will --

a. Establish an installation Force Protection Committee and a
Force Protection Wrking Goup per this AMC regul ati on, and
officially appoint in witing an installation force protection
of ficer and alternate/assistant force protection officer. Wthin
AMC, FP officers and alternate/assistant FP officers will be FP
functional personnel, responsible for day-to-day program actions
and functions. Individuals will not be appointed or certified as
FP officers or alternate/assistant FP officers based solely on
their duty position.

b. Designate in witing a prioritized |ist of mssion
essential vulnerability areas (MEVA). |Indicate MEVA | ocations
that are likely to be targeted by terrorists and other areas nost
vul nerable to terrorist attacks (e.g., housing areas, troop
billets, schools, chapels, comunity centers, and other |ocations
where | arge nunbers of personnel reside or congregate).

c. Develop a conprehensive Force Protection operations plan
or order which--

(1) Inplenments the Arny AT/ FP Standards (AR 525-13) and the
AMC FP Program

(2) Includes detailed installation |evel security
procedures required at each THREATCON | evel (NORVAL through
DELTA) .

(3) Includes precautions appropriate to deter terrorist
attacks agai nst individuals and property.

(4) Is coordinated with the supporting Federal Bureau of
I nvestigation (FBI) office, local supporting mlitary intelligence
(M) organi zation, and appropriate state and | ocal |aw enforcenent
agencies, or if OCONUS, with host nation security and | aw
enf or cenent agenci es.

(5) I'ncludes enphasis on security of HRP and personnel
whose official duties require presence outside the Arny comunity.

(6) Describes procedures for responding to terrori st
incidents occurring on the installation, facility, or activity.

d. Reviewinstallation and supporting Force Protection

operations plans, and orders on an annual basis. Retain a witten
record of such reviews for 2 years follow ng their conpletion

3-5
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Exercise installation |l evel FP plans, orders, and SOPs on an
annual basis. Medical response and nass casualty scenarios wl|
be exercised annually. Retain exercise results and | essons

| earned for 2 years followi ng conpletion of the exercise.

e. Prepare an installation/local security threat assessnent
t hat describes the current threat, to include crimnal acts,
foreign intelligence, paramlitary forces, saboteurs, protest
groups, information systemintruders/attackers, and di saf f ect ed
persons. Assessnents will be prepared at |east annually (updated
as required) and formthe basis for identifying vulnerabilities
that require correction. Various threats to norale, health, and
wel fare within the command shoul d al so be addressed.

f. Ensure that personnel with significant Force Protection
responsibilities in operations, intelligence, public affairs,
facility engineers, safety staff, and Provost Marshal staff
sections have received appropriate FP-related training as
specified in AR 525-13.

g. Ensure that Force Protection design measures have been
consi dered, and, where appropriate, incorporated in the
installation’s mlitary construction design program and naster
pl an.

h. Ensure that risk analyses for all new construction
projects and renovations of M ssion Essential Vul nerable Areas
(MEVA) are performed per procedures outlined in DA PAM 190-51

i. Establish and inplenment an installati on THREATCON
conmensurate with the terrorist threat, existing vulnerabilities,
and additional factors outlined in AR 525-13. Include detailed
procedures for the inplenentation of threat measures and the
di ssemnation of the current THREATQON | evel to tenant
or gani zat i ons.

j. Ensure that SAEDA training (AR 381-12) includes
information on the nature of the terrorist threat, vulnerabilities
of personnel and their famlies to terrorist acts, and self-
protection neasures that can be enployed to deter or defeat such
terrorist acts.

k. Develop and adm ni ster Force Protection education and
training prograns, threat briefings, and public affairs comand
information prograns to continually informand increase
antiterrorismand personal protection awareness anong mlitary and
civilian personnel and their famly menbers.

. ldentify and coordinate for, or establish a specia
reaction capability to provide an appropriate response to threats
identified in threat assessnents, vulnerability assessnents, etc.
Where appropriate, organize, train, equip and exercise an SRT
usi ng exi sting resources or coordinate with a civilian or host
nati on | aw enforcenment agency, or with another mlitary



AMC- R 525-13

installation, to provide such capability. SRTs will be exercised
on at | east an annual basis to ensure response plans are realistic
and valid. Commanders will assess the capability of their own
organi zations and of supporting agencies to performthe SRT m ssion
per AR 190-58. |If SRT capabilities are insufficient or
unsatisfactory, commanders will elevate the issue in witing to the
next hi gher conmander.

m Establish a systemto nonitor expenditure of Force
Protection funds from programm ng through budget execution and
ensure representation at Resource Integration Conmttee
(RICO)/ Resource Action Commttee (RAC) neetings to defend prograns.

n. Establish witten procedures for dissemnation of tinme-
sensitive threat information during duty and nonduty hours.
Ensure that subordi nate conmands or organi zations, through conpany
(or equivalent) level, have devel oped supporting procedures.

0. Develop procedures to ensure that all AMC personnel
travel ing outside the 50 United States (on | eave, TDY, PCS, or
unit deploynents/rotations) receive AT/FP Level | training prior
toinitiation of travel. Established procedures will include a
nmet hod for recording validation of individuals receiving training
(reference paragraph 5-29 for training requirenents).

Incorporate installation physical security initiatives
into the Installation Master Plan. These initiatives shoul d
reduce installation/facility vulnerabilities in a manner that
deters terrorist attack and inspires an appropriate |evel of
confidence in the installation’s ability to protect personnel and
assets.

g. Consider tenant organi zations FP requirenents when
establishing and inplenmenting the installations Force Protection
Program and define these requirenents in witten agreenents (e.g.,
Terns of Reference, Menoranda of Understandi ng, Menoranda of
Agr eenent) .

r. Initiate required Force Protection reports (Terrori st
Threat Reports (TTR), Terrorist Incident Reports (TIR), and
THREATCONs) for the installation and provide tinely copies to
appropriate tenants

s. Ensure installation operating procedures clearly identify
staff el enment responsibility for Force Protection requirenents.

t. Ensure the inplenentation of adequate |ISS/IA
count erneasures for protection of AMC i nfornmation.

u. Designate a provost nmarshal (PM/security officer who wll
serve as the focal point to receive and di ssemnate tinme-sensitive
threat information regardless of source or type. The Force
Protecti on Managenent Office (FPMO w |l be kept inforned of al
i mm nent threat information.

3-7
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v. Situations where DOD DA AMC FP st andards cannot be net
will be reported to HQ AMC, FPMO, (AMCLG OF).

w. The installation safety manager will report and subm't
requi red accident reports per AR 385-40.

3-4. AMC tenant organizations and stand-al one activities.
AMC el ements operating as a tenant organi zation or as a stand-
alone activity will coordinate with the host installation/comrand
or geographi c conmander to ensure Force Protection neasures are in
place. AMC elenents will conply with the requirenents of DO DA/
AMC FP directives and standards and those requirements inposed by
the host organization. Situations where DO DA/ AMC FP st andards
cannot be net will be reported to HQ AMC, FPMO. Commanders of AMC
organi zations that are tenants of major Arny commands ( MACOV),
MBCs, or other DOD Services will--

a. Establish witten agreenents (e.g., Terns of Reference,
Menor anda of Under st andi ng, Menoranda of Agreenent) with the host
installation (or geographic support commander as applicable) to
clearly establish specific Force Protection responsibilities. FP
agreenent docunents will address the followi ng itens, as
appropri at e:

(1) Force Protection support responsibilities.

(2) Force Protection commttee and worki ng group
nmenbershi p.

(3) Procedures for distribution of threat information.
(4) Wgent threat warning and al arm syst ens.
(5) Resource nmanagenent responsibilities.

(6) Level | training/travel briefing program
responsi bilities.

(7) Participation/coordination in FP exerci ses.

b. Oficially appoint a force protection officer and
al ternat e/ assi stant force protection officer in witing, and advi se
the host installation force protection officer and MSC of these
appoi ntnents. The tenant force protection officer/or alternate
will serve on the installation FP Conmttee and/or FP Wr ki ng
Goup, if appropriate. 1In any case, the AMC tenant FP
officer/or alternate will maintain regular contact with the
installation FP Oficer to ensure an effective exchange of
FP-related information and that AMC FP requirenents are addressed.
Those organi zations wi thout sufficient personnel to warrant
appoi ntnent of a FP officer and alternate, will ensure that a FP
poi nt of contact (POC) is identified to the host installation.

c. Ensure the organization is covered by the host
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installation's Force Protection Plan. If the installation does not
have a Force Protection Plan, or the plan does not include FP for
the tenant, the AMC tenant force protection officer will devel op a
Force Protection Plan for the organization and report the FP status
and limtations to their parent comand.

d. Devel op procedures to ensure that installation specific
threat information is received and distributed, as appropriate.

e. ldentify Force Protection requirenents for inclusion in
host installation resource planni ng and programm ng.

f. Ensure personnel receive required Force Protection training
and briefings through the installation, higher headquarters, or
ot her sources as appropriate and/ or avail abl e.

| mpl ement appropriate security measures in response to
THREATCONs est abl i shed by the host installation and assist in
i mpl enenting security neasures, as required.

h. Participate in host installation Force Protection
exercises, as appropriate.

3-9
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CHAPTER 4

FORCE PROTECTI ON CORE ELEMENTS AND
SUPPCRTI NG STAFF COVPONENTS

4-1. Gener al . FP pursues a systens approach that integrates
exi sting security prograns and procedures. The primary FP core
el ements are; physical security, |aw enforcenment, personal
security, Information Assurance and Qperations Security (COPSEC).
These el enents are supported by additional staff conponents, as
required. FP plans and operations should include input from
personnel, resource managenent, intelligence operations,

engi neering, nedical, public affairs, legal, safety, and chapl ain
services staff elenents. The AMC FP Program i ntegrates and
synchroni zes ongoing activities within these core el enents and
staff components (including proper use of OPSEC neasures) to
protect AMC assets fromvarious threats.

4- 2. Law enforcenent. Arnmy law enforcenment activities support
FP by deterrence of terrorist/crimmnal activity through the
application of active |law enforcenment patrolling, crine prevention
neasures, liaison with |local, state, and federal |aw enforcemnment
activities, crimnal investigations, and crimnal intelligence
collection. Lawenforcenent is a critical element of both

enmer gency response procedures and consequence nanagenent

4-3. Physical security. Physical security neasures are
designed to protect persons and property by deterring, detecting,
and def endi ng agai nst physical intrusions into specific areas.
Typi cal physical security measures include the use of physical
barriers, electronic intrusion detection systens, access control
procedures, routine inventories, and electronic surveillance. (AR
190- 13)

4- 4, Personal security. Per sonal security consists of those
pol i cies and neasures designed to protect individuals and groups
fromattacks upon their persons. The programincl udes the
protection of key figures as well as other individuals and spans
t he spectrumof sinple, individually inplenented self-protection
and def ensi ve neasures, to nore el aborate and direct individual
protective service operations. (AR 190-58 and C D Regul ati on
195-1)

4-5. Information assurance/ C2 protect. I nformati on
operations activities, collectively known as Information Assurance
(IA), are essential to the protection of Arny infornmation
infrastructures. |A functions enconpass those conti nuous
operations within the mlitary information environnent that enabl e,
enhance and protect the friendly force’s ability to collect,
process, and act on informati on to achi eve an advant age across the
full spectrumof mlitary operations. |A operations include
interacting with the global informati on environment and expl oiting
or denying an adversary’s information and decision capabilities.

4-1
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In the context of AMC Force Protection, information operations
consi st mainly of Command and Control (C2) Protect, specifically
I nformati on Systens Security (1SS). (AR 380-19)

4-6. Operations Security (OPSEC). The goal of OPSEC is to
control information and observabl e actions about friendly force

capabilities, limtations, and intentions so as to prevent or
control their exploitation by an adversary. |In the case of FP, it
may be desirable to release certain information that reveal s
certain strengths and/or procedures, i.e., unannounced vehicle

i nspections, and change in guard post manning fromtime to time.
These may serve as a deterrent. The intent being the harder the
target, the less likelihood of attack. OPSEC is not intended to
be a replacenment for traditional security prograns devel oped to
protect classified informati on. OPSEC nust be incorporated

t hr oughout the entire AT/FP program as well as in each supporting
security program Although the Mlitary Intelligence Ofice
provi des threat assessnents, and can assist in the identification
of OPSEC vul nerabilities, each AMC individual is charged with the
responsibility to report vulnerabilities to the organizations’
operations section. Arny and AMC OPSEC policies are contained in
AR 530-1 and AMC Supplenent 1 to AR 530-1.

4-7. Support conponents to force protection. An effective
FP program nust be fully supported and integrated into all staff
functi ons and coordi nated by a Force Protecti on Managenent O fice.
Al t hough the bulk of the FP programis the responsibility of the
primary proponent core elenment, all staff elements have a FP
responsibility. Additional staff support conponents include--

a. Intelligence. Mlitary Intelligence (M) supports AMC s
FPP by col |l ecting, analyzing, producing, reporting, and
dissem nating intelligence on a wide spectrumof foreign threats
to AMC. By identifying and assessing international threats and
threat levels, intelligence provides early threat warning. 1In
CONUS, M provides the foreign aspects of local threats, while | aw
enf orcenent collects, analyzes, and di ssem nates donestic crim nal
and terrorist threat information. The integration of foreign and
donestic-related intelligence, and threat data, enables conmanders
to designate an appropriate THREATCON | evel. 1In order for AMC FP
elements to effectively carry out their designated
responsibilities, the integration and use of intelligence
information and assets is critical.

b. Resource/funding. An effective resource managenent
programis essential to ensure adequate resourcing of AMC FP
requi rements. Resource managenent supports the AMC FPP t hrough
the identification of funds for validated and prioritized FP
requi rements submtted by operational planners and installation
progr am nanagers.

c. Engineering. Engineering support to AMC FP provides
ef fective, unobtrusive, and econom cal protective designs to
ensure the incorporation of physical security neasures to
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saf eqguard AMC personnel and assets. The engi neering support role
applies to new construction, retrofit of present facilities, and
those facilities erected as part of a contingency m ssion.

d. Public Affairs. Public Affairs nmeets a primary chall enge
of Force Protection by ensuring an accurate, tinmely and rapid flow
of information fromthe comand to internal and external
audi ences. Such conmuni cations hel p reduce force vulnerability,
support FP efforts and project a strong inage to potentia
terrorists and the Anerican peopl e.

e. Legal. AMC |legal offices provide |egal support to AMC
conmanders and staffs on all aspects of FP planning and
operations. The legal office will ensure that all FP planning and
operations conformto the requirenments of applicable |aws,
directives, regulations, and other authoritative policy docunents.

f. Chem cal/biological. The Soldier Biological and Chem cal
Command ( SBCCOM) provi des guidance to the AMC FP program for the
protection of AMC personnel and assets agai nst chem cal and
bi ol ogi cal (CB) attacks, and technical assistance in response to a
CB-rel ated attack.

g. Medical Services. Medical support to the AMC FP program
provi des an i mredi ate nedi cal response to treat, and prevent
casualties resulting fromthe use of weapons of mass destruction,
or other attack neans directed agai nst AMC personnel and assets.
This is achieved through a well-planned, coordinated, flexible,
and resourced Response and Consequence Managenent Pl an.

h. Safety. Safety support provides information to AMC
conmanders and staffs for the protection of AMC personnel and
assets through identification, evaluation, and control of hazards.
Integration of safety in FP plans, using the five-step risk
managenent process, is a principal elenent in decision naking.

4-3
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CHAPTER 5
FORCE PROTECTI ON REQUI REMENTS AND PROCEDURES

5-1. General. Al AMC organi zations are required to conply
with the FP guidelines, procedures, standards, and requirenents as
specified in AR 525-13 and the primary DOD FP policy docunents.

The DCOD FP standards, as specified in DODI O 2000. 16, have been
incorporated into AR 525-13. This AMC FP regul ati on (AMC-R 525-
13), used in conjunction with AR 525-13, provi des additional

i nformati on, which enhances, nodifies, or restates the Arny
standards as they apply to AMC requirenents.

5- 2. Force protection plan. a. Force Protection is an

i ntegrated operations program devel oped to protect soldiers,
civilian enpl oyees and famly nmenbers, facilities and equi pnent, in
all locations and situations. This is acconplished through the
integration of @ protect operations, personal security, physica
security, |aw enforcenent operations, training and OPSEC al
supported by the synchronization of m ssion operations,
intelligence, policy and resources. The integration of staff
elements in a FP plan is an essential factor in creating an

ef fective FP program Al agencies involved in the program
execution, to include non-DCD agencies at the local, state, and
federal level, nust be fully integrated into the programs

devel opnent, coordination, and nai ntenance.

b. The tine to begin detailed planning for responding to a FP
related threat or terrorist attack is before a threat devel ops or
an attack occurs. Commanders at all levels will ensure Force
Protection plans, orders, or other inplenenting guidance is
realistic and conprehensive. These docunents will prescribe both
preenptive and defensive neasures designed to reduce command
terrorist threat vulnerabilities prior to a terrorist attack, and
the detail ed procedures for responding to an attack after it
occurs. Resources and assets nust be prioritized and the required
| evel of protection, during various periods of time, nust be
clearly specified.

c. AMC conmanders and directors of mmjor subordi nate comands
(MBC), separate reporting activities (SRA), installations and
deploylng organi zations will prepare a Force Protection Plan. FP
plans wi || be updated/revi ewed- -

(1) Annually by the MSC, SRAs and installation/
or gani zat i on.

(2) At least once every 2 years by the MACOM (revi ewed).
(3) As required due to command or installation

realignment, or major changes to installation vulnerabilities or
t hreat.

5-1
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d. At amnnm the FP plan will cover, or include the
follow ng areas (those FP requirenents provided by a host
installation or other activity will be clearly identified):

(1) Inplementation guidance for AR 525-13 and this AMC
regul ation; and, a description of the organi zati ons AT/ FP program

(2) An assessnent of the actual terrorist threat (or
absence of threat).

(3) Aearly defined and | ocalized protective and
preventive neasures to be initiated during periods of higher
THREATCON. Forces or units required to inplement FP nmeasures w |
be specified, where appropriate. Qutside agencies, if used, wll
be clearly identified.

(4) Appropriate actions for reporting terrorist incidents
and threat information, and incident response.

(5) Procedures to request support fromand/or notify the
FBI, state and | ocal |aw enforcenent agencies in the event of a
terrorist incident. The plan will also contain instructions on
providing legally authorized support to the FBI, state or |ocal
| aw enf orcenent agenci es, when requested in response to a
terrorist attack in the civil communities.

(6) Organi zation, training, equipnment, certification and
operational procedures for the Special Response Team ( SRT).

(7) Exercise procedures and identified scheduling
procedure for testing the FP plan.

(8) Procedures to respond to natural and manmade
ener genci es.

e. Al Force Protection staff efforts will be coord nated by
the operations officer (or his equivalent), working closely with
the Provost Marshal, intelligence officer, informtion nanagenent
of ficer, resource managenent officer and other staff elenments, as
appropriate. In those headquarters organi zed wi thout a separate
and distinct operations staff elenment, the commander will formally
assign responsibility for Force Protection to the staff principal
whose functions nost closely align wth the operations function.

f. The Force Protection officer will ensure that as a m ni mum
in addition to the core staff elenents, the intelligence, engineer,
| ogi stics, nedical, Staff Judge Advocate (SJA), resource
managenent, safety staff, and public affairs staff representatives
are involved in all Force Protection planning consi derati ons.

g. FP policy issues that cannot be resolved at the | ocal |evel
will be brought to the attention of the next hi gher AMC
headquarters for resol ution.
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h. Al operations plans and orders will contain an assessnent
of the actual threat (or absence of threat) and will prescribe
appropriate actions for reporting terrorist threat and incident
information (this requirenent can be net by referencing an SCOP or
ot her docunent that is readily available to all organizations
responsi bl e for executing the plan or order).

i. Unit novement directives will contain instructions
directing a predepl oynent orientation concerning the threat,
including terrorism

j. Al organizations not otherw se required to devel op Force
Protection plans or orders, or address Force Protection-rel ated
concerns in other operations plans or orders, will incorporate
Force Protection into existing docunents (such as SOPs) which
prescri be security procedures for the organization. At a mninum
Force Protection guidance incorporated into other policy docunents
wi || address specific, detailed procedures for inplenenting
THREATCON neasures described in AR 525-13.

5-3. Force protection officer. a. Al AMC MSCs, SRAs,
installations, and tenant activities will officially appoint, in
witing, a force protection officer and an alternate/assistant
force protection officer. Considering the inportance of his/her
duties and to ensure optinmum effectiveness, the force protection
of fi cer should fall under the cognizance of the operations section
or its operational equivalent. The force protection officer will-

(1) Represent the appointing comrand/ organi zati on/
activity for all FP-related issues.

(2) Be know edgeabl e of DO DA/ AMC FP policies and
st andar ds.

(3) Inplenment, conply with, and nmanage the FP program at
their appointed |evel.

(4) Establish and chair the FP Wrking Goup (if required
at the appointed |evel).

(5) Keep the chain of command inforned of FP status and
present unresolved FP issues to the chain of conmand for
assi stance, action and resolution of the issue.

(6) Ensure the alternate/assistant force protection
of ficer is kept inforned of major FP issues.

b. The alternate/assistant force protection officer will--

(1) Be know edgeabl e of DO DA/ AMC FP policies and
st andar ds.

5-3
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(2) Serve as the force protection officer when the prinary
FP officer is unavailable to performthe assigned duties.

(3) Assist the FP officer in the devel opnent,
i npl enent ati on and execution of FP prograns.

5-4. Force protection comrttee. Al AMC MsSCs, SRAs, and
installations will establish Force Protection Conmttees that
nmeet, as a mninmum quarterly. Notes fromthese neetings will
then be sent to AMC HQ (AMCLG OF).

5-5. Force protection working group. Al MsCs, SRAs, and
installations will establish a FP Working Group that neets (at a
m ni munm) nmonthly to discuss FP issues, the current terrorist
threat, and eval uate FP security nmeasures. FP Wrking G oups will
provi de FP options and policy changes as recomrendations to the FP
Conmttee for incorporation into the organi zation's FP program

5- 6. New commanders force protection checklist. Al l  MSCs
and SRAs will prepare a New Conmander’s Force Protection Checkli st
that details the inherent obligations of conmanders, their

assi gned area of responsibility, and identifies questions for
conmanders to consider. Al incomng comanders will be provided
the checklist prior to assunption of command per appendix W DOD
2000. 12H.

5-7. Crisis managenent plan and checkli st. A Force
Protection Cisis Managenent Plan, including a Force Protection
Crisis Managenent Pl an checklist (per appendix X, DOD 2000. 12H),
will be prepared at the installation | evel on how the comander
wi Il conduct conbating terrorismoperations. The FP Oisis
Managenent Plan will be part of the installation FP Pl an.

5-8. MACOM force protection periodic program reviews and
vul nerability assessnents. a. HQ AMC (AMCLG OF) has
proponency over the conmand i nspection programto ensure
conpliance with DOD Arnmy and AMC regul ati ons and directives
pertaining to Force Protection.

b. HQAMC will forma Staff Assistance Visit (SAV) and
| nspecti on Teans under the direction of the Deputy Chief of Staff
for Logistics and Operations to conduct the programrevi ews and
assessments. The teamw || consist of HQ AMC staff nenbership as
required to conduct an effective conpliance oriented review
pr ocess.

c. HQ AMC (AMCLG OF) will conduct periodic programreviews to
subordi nate commands to review FP prograns and to perform FP
vul nerability assessnents of subordinate installations and
or gani zati ons.

d. Advance parties for OCONUS depl oying el enents will include
i ndividuals with FP experience to evaluate current/potential FP
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concerns. A report on Force Protection status will be provided to
t he depl oyi ng commander in tine to allow for guidance and FP
pl anni ng consi derati ons.

5-9. THREATCON system Per AR 525-13, Terrorist Threat
Condi ti ons ( THREATCON) describe progressive |evels of security
nmeasures for inplementation in response to terrorist threats to
U S. Arny personnel and facilities. Conmanders at installation
| evel and lower will develop specific instructions to inplenent
neasures identified in AR 525-13, Appendix B, for the five
establ i shed THREATCON | evels. The five levels are--

a. THREATCON Norrmal: Applies when there is no discernible
threat of possible terrorist activity.

b. THREATCON Al pha: Applies when there is a general threat
of possible terrorist activity.

c. THREATCON Bravo: Applies when an increased or nore
predictable threat of terrorist activity exists.

d. THREATCON Charlie: Applies when an incident occurs or
intelligence indicates that sone formof terrorist action is
i mm nent .

e. THREATCON Delta: Applies in the inmmedi ate area where a
terrorist attack has occurred or when intelligence indicates that
terrorist attack is likely.

5-10. Operations security. a. OPSEC has a direct inpact on
the vulnerability of AMC personnel and assets. Readily avail able
open source information can aid adversaries in targeting AMC
assets and shoul d be consi dered during FP pl anni ng and

vul nerability assessnents.

b. In addition to traditional OPSEC concerns, information
posted to uncl assified AMC web sites will be reviewed by the
responsi bl e staff office for possible OPSEC vul nerabilities. The
OPSEC revi ew shoul d al so i nclude any AMC contractor or
installation operated web sites. During increased THREATCON
periods, curtailed or restricted access to AMC web sites shoul d be
consi dered as a possible security nmeasure. The supporting M
of fice can assist in determning potential OPSEC vul nerabilities
related to web sites.

c. Per AR 530-1, all plans must include an OPSEC annex. The
OPSEC annex will address vulnerabilities, information to be
protected, assessnent of risks and the application of appropriate
counterneasures. Using risk nmanagenent procedures, each comander
nmust establish the |l evel of risk he will accept to conplete the
m ssi on.

5-5
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5-11. | nformati on assurrance/ C2 protect. a. C2 Protect
operations safeguard AMC automated i nformati on systens (Al'S) and

t he data thereon from unauthorized access, m suse or destruction

t hrough an effective enpl oynent of counterneasures and operation
policy guidelines. Aggressive C operations will ensure system
avai lability, data confidentiality (from unauthorized disclosure),
data integrity (from unauthorized nodification), and

aut hentication (of authorized users) of AMC s data and systens.
This protection is limted to those AIS that AMC assets operate or
control however, AMC nust ensure that adequate measures have been
t aken by Defense Informati on Systens Agency (DI SA) and t he Defense
Megacenters (DMC) to verify that an adequate Continuity of

Qper ations/ Di saster Recovery Plan (COOP/ DRP) exi sts.

b. AIS security is achieved through a | ayered approach.
These | ayers consi st of procedural security, physical security,
sof twar e/ hardware security, training and education, reporting
procedures, and inspection/oversight. The application of specific
| ayers of security is dependent upon the data and equi pnent val ue
in support of the organization's m ssion.

c. Human threats to AMC s AIS and the data residing

t hereon cone from"outsiders"” and "insiders." Qutsiders include
hostile intelligence services, terrorist organizations, crimnal
el ements, and hackers. Insiders include disgruntled and psychotic

enpl oyees and untrai ned or carel ess enpl oyees. Environnental
threats to AMC Al S nust al so be considered. Using a | ayered

security concept of protective counterneasures, the follow ng
identifiable threats can be elimnated or m ni m zed:

(1) Foreign Government agents (Qutsider threat): Their
goal is to access sensitive information, unclassified or
classified, that will give their country a mlitary,

t echnol ogi cal, psychol ogi cal or econom c advantage over the United
States. Preferred neans of attack is to co-opt an enpl oyee; other
nmet hods such as wiretaps, el ectronic eavesdropping, signals
intercept, and hardware or software nodification or tanpering may
al so be used. The affected protection categories are:
availability, confidentiality, integrity, and authentication.

(a) Counterneasures (include but are not limted to):

1 Ensure all known system vul nerabilities have
been identified and/or elim nated.

2 Review audit trail information. Audit trails
will provide sufficient detail to reconstruct events in
determ ni ng cause and nagni tude of danmage.

3 I nplement network protection (filtering) to
protect and control Internet Protocol (IP) addresses.
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4 Revi ew access control procedures; ensure user-
id' s are authentic and passwords are generated, protected, and
changed as stated in AIS security SOP and encrypted during
transm ssi on

5 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

6 Notify all data owners of possible corruption
and/ or conprom se of their data.

7 I nvoke contingency plan with essential backup
software to restore operations.

8 Notify appropriate agencies, i.e., the Land
Information Warfare Activity (LIWA)/Arny Conput er Emergency
Response Team (ACERT): Commrercial Phones 1-888-203-6332 (STU
[11), (703) 706-1113/1922 (STU-111s); Wrld Wde DSN (312) 235-
1113/1922 (STU-I11s); FAX (703) 806-1152 (DSN 656-1152); Secure
FAX (703) 806-1004 (DSN 656-1004); N PRNET acert @cert. belvoir
.army.ml; SIPRNET acert@nscomarny.sml.ml; Tools E-nmail
tool s@cert.belvoir.arny.ml; Wbmaster E-mail webmaster @cert
.belvoir.arny.m|; GENSER Address RUDHAER// ACERT FT BELVO R
VA, PGP Key ACERTpubkey.txt (Updated 15 Dec 98)
Mai | i ng Address LIWA ACERT, ATTN. Director, Suite B211l, 8825
Beul ah Street, Fort Belvoir, VA 22060-5246.

(b) Notification: Imrediate supervisor, Information
Systens Security Manager/Oficer, Intelligence and Security
Directorate, Provost Marshal (Crimnal Investigation Comand
(AD, LIWA FP Oficer and local Mlitary Intelligence el enent.

(2) Hackers (Qutsider threat). "True" hackers are
notivated by the challenge of breaking into a systemto browse the
systemto determne its capabilities and vulnerabilities and to
| ook for resources or information to use to break into other
systens. "Malicious" hackers are also notivated by the chall enge,
but also to degrade or destroy all or parts of the system "Info"
hackers enter a systemlooking for information or data that can be
exploited. The affected protection categories are: availability,
confidentiality, integrity, and authentication.

(a) Counterneasures:

1 Ensure all known system vul nerabilities have
been identified and/ or elim nated.

2 Review audit trail information to determ ne
magni t ude of danage.

3 I nplenment network protection (filtering) to
protect and control Internet Protocol (IP) addresses.

5-7
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4 Revi ew access control procedures; ensure user-
id' s are authentic and passwords are generated, protected, and
changed as stated in AIS security SOP and encrypted during
transm ssi on

5 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

6 Notify all data owners of possible conprom se
and/or corruption of their data.

7 I nvoke contingency plan with essential backup
software to restore operations.

8 Notify the ACERT, Comm (703) 706-1113.

(b) Notification: Imrediate supervisor, Information Systens
Security Manager/Oficer, Intelligence and Security Directorate,
Provost Marshal (G D), FP Oficer, LIWA and local M elenent if
danage to sensitive, classified AIS and/or foreign involvenent is
suspect ed.

(3) Terrorists (Qutsider threat). Terrorists are usually
notivated by a deeply held sense of grievance over sone perceived
formof injustice. Their objective is to draw attention to their
cause through use of tactics that invoke fear in a target.
Primary purpose for targeting AMC resources would be to obtain
i nformati on and/ or resources in support of future activities and
attacks and to destroy capability. The affected protection
categories are: confidentiality and integrity.

(a) Counterneasures:

1 Review audit trail information to determ ne
magni t ude of damage.

2 Inplement network protection (filtering) to
protect and control Internet Protocol (IP) addresses.

3 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

4 | npl ement energency physical security
pr ocedur es.

(b) Notification: Inmrediate supervisor, Information
Systens Security Manager/Oficer, Intelligence and Security
Directorate, Provost Marshal (G D, FP Oficer, and LI WN ACERT.
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(4) Activists (Qutsider threat). Activists usually want
to destroy or disrupt activities with which they disagree to bring
notoriety to their cause and to enbarrass those conducting the
activity. Attacks are for the purpose of disruption, destruction
or gathering of information to use in obtaining their goals. The
af fected protection categories are: availability, confidentiality,
and integrity.

(a) Counterneasures:
1l Restrict access to conputer facility.

2 I npl enent energency physical security

pr ocedur es.

3 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

4 Review audit trail information to determ ne
magni t ude of damage and notify all data owners of possible data
conprom se.

5 Invoke contingency plan with essential backup
software to restore operations.

(b) Notification: Inmmediate supervisor, Information
Systens Security Manager/Oficer, Intelligence and Security
Directorate, Provost Marshal (C D), LIWV ACERT.

(5) Industrial espionage (Qutsider threat). Industrial
espionage is the act of gathering proprietary data from one
conpany for the purpose of aiding another conpany. A target
within AMC woul d be any information with econom c inplications
such as data related to patents and Cooperative Research and
Devel opnent Agreenents. The affected protection category is:
confidentiality.

(a) Counterneasures:

1 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

2 Review audit trail information to determ ne
magni tude of damage and notify all data owners of possible data
conpr om se.

3 I nplenment network protection (filtering) to
protect and control Internet Protocol (IP) addresses.
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4 |f necessary, invoke contingency plan with
essential backup software to restore operations.

(b) Notification: |Imrediate supervisor, Information
Systens Security Manager/Oficer, Intelligence and Security
Directorate, Provost Marshal (C D), and LI WA ACERT.

(6) Disgruntled enployee (Insider threat). This type of
i ndi vidual usually takes destructive actions to discredit the
organi zation or damage its resources. Actions to achieve these
results include introduction of malicious software to cause tine
del ay damage to the AIS or data or theft of data for purposes of
bl ackmai | , enbarrassnent, or exposure. The affected protection
categories are: availability, confidentiality, and integrity.

(a) Counterneasures:
1l Restrict access to conputer facility.

2 Limt "root" access to data, data bases, and
operating systemto Systens Adm nistrators only.

3 Maintain configuration control, and periodically
verify the configuration (operational and security) established
for the system

4 Review audit trail information to determ ne
magni t ude of damage.

5 Review reenforce procedural security standards.

6 Revi ew personnel security requirenments and
renove enpl oyee access to AIS and associated nedia, if determ ned
to be appropriate.

(b) Notification: |mrediate supervisor, Provost
Marshal , Gvilian Personnel Ofice, Installation Systens Security
Manager/ O ficer, and Intelligence and Security D rectorate.

(7) Psychotic enployee (Insider threat). This is a
unpredictable threat to AMC AIS. (Onset of damagi ng types of
activity can begin gradually and accel erate over a period of tine,
or activity may be characterized as one dramatic outburst. Both
notive and goals of any activity are usually w thout |ogic,
al though often ained at retribution for inmagined slights or
injury. The affected protection categories are: availability,
confidentiality, and integrity.

(a) Counterneasures:

1l Restrict access to conputer facility.
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2 Limt "root" access to data, data bases, and
operating systemto only Systens Adm ni strators.

3 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

4 Review audit trail information to determ ne
magni t ude of danage.

5 Review reenforce procedural security standards.

6 Review all data files to which enpl oyee had
access to determine if any have been nodified or destroyed.

7 Revi ew personnel security requirenments and
renove enpl oyee access to Al'S and associ at ed nedi a.

(b) Notification: |Imediate supervisor, Provost
Marshal, G vilian Personnel O fice, Installation Systens Security
Manager/ O ficer, FP Oficer, and Intelligence and Security
Directorate.

(8) Untrained or carel ess enpl oyees (lnsider threat).
These individual s pose two types of threats to AMC AIS. First,
when enpl oyees fail to observe security rules or procedures
designed to protect systemresources and information, the system
security is degraded. Secondly, carel essness or |ack of training
can result in danmage to the systemand alteration or destruction
of data. The affected protection categories are: confidentiality,
integrity and availability.

(a) Counterneasures:

1l Limt "root" access to data, data bases, and
operating systemto Systens Admnistrators only.

2 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

3 Review audit trail information to determ ne
magni t ude of danage.

4 Review reenforce procedural security standards.
5 Revi ew personnel security requirenents and
renove enpl oyee access to AIS and associated nedia, if determned
to be appropriate.
(b) Notification: Inmmediate supervisor, Installation

Systens Security Manager/Oficer, FP Oficer, and Security
Manager .
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(9) Gimnal activity (Insider/Qutsider threat): Cimnal
activity is primarily an insider threat resulting in the | oss of
resources. Information | oss would be a byproduct of theft of
equi pnent, which could be sold or held for ransom The affected
protection categories are: availability and confidentiality.

(a) Counterneasures:

1 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

2 Review audit trail information to determ ne what
i nformati on may have been present on the Al S.

3 Notify all data owners of possible conpromse of
t hei r dat a.

4 | npl erent damage control. Determ ne what
physi cal security nmeasures were not inplenmented which all owed
enpl oyee to renove equi pnent fromthe work site

5 Coordinate disciplinary actions w th Comand
Counsel and Gvilian Personnel Ofice.

(b) Notification: Imediate supervisor, Provost
Marshal, Cvilian Personnel Ofice, Informati on Systens Security
Manager/ O ficer, and Security Manager

(10) Environnmental threats. Threats in this category
relate primarily to natural events that can destroy, interrupt, or
alter the normal functioning of facilities, equipnent, and
personnel. These events include fire, wind storns, flood,
eart hquakes, |ightning, and snow or ice storns. The affected
protection categories are: availability and integrity.

(a) Counterneasures:

1 I nplement energency physical security
pr ocedur es.

2 | npl erent danage contr ol
3 I npl enent contingency pl ans.

4 Maintain configuration control and periodically
verify the configuration (operational and security) established
for the system

(b) Notification: Al enployees and nmanagenent.
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5-12. I nformati on assurance/ C2 protect responsibilities.

a. The AMC Deputy Chief of Staff for Corporate Infornmation
(DCsCl) will function as proponent for the Command Al'S Security
Program This includes identification of available training and
proponency for the command Al S security budget.

b. The Guvilian Personnel Advisory Center/C vilian Personne
Qperations Center (CPAC/CPQC) will provide gui dance on renoval of
personnel fromsensitive conputer positions and duties, as
required.

c. The Information Systens Security Manager wi |l oversee the
execution of the AIS security programto include the training and
awar eness progranm accreditation; threat and vulnerability
assessments; reporting of AIS security incidents and technical
vul nerabilities; and advising the | ocal conmander on appropriate
security counterneasures to be inpl enmented.

d. The Information Systens Security Oficer, Network Security
Oficer, and Systens Adm nistrator, will ensure systens within
their purview are operated and nmai ntai ned per applicable policies.
They w | --

(1) Ensure all critical conputer positions have been
properly coded for the required | evel of security investigation.

(2) Ensure users have the appropriate clearance,
aut hori zati ons, and need-to- know.

(3) Review audit trails.
(4) Report AIS security incidents.
(5) Conduct user security awareness training.

e. The imedi ate supervisor will ensure all enployees follow
est abl i shed security procedures.

f. Each enployee will follow established security procedures
and know the appropriate chain of command for notification of
abnormal AI'S activity and unusual co-worker behavi or.

g. Qutside agencies in the notification process for A'S
security incidents include the Land Information Warfare Activity
(LIWA), who when appropriate, will notify the Defense Information
Systens Agency (DI SA) for the reporting of suspected/actua
unaut hori zed/ hacker activity, and the local M elenent if damage
to sensitive/classified AIS and/or foreign involvenent is
suspect ed.

h. The Security Manager will report unfavorabl e personnel
security-related information to the U S. Arny Central Personnel
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Security Cearance Facility, Fort George G Meade, MD, per
Change 3 to DOD 5200. 2R, Appendix I-17 - Msuse of Information
Technol ogy Syst ens.

5-13. | nformati on assurance/ C2 protect training.

a. Information Systens Security Manager training is avail able
fromDI SA and DISC4. d asses are conducted nonthly at vari ous
| ocations throughout the country. Tuition is free; travel is the
responsibility of the student's home station.

b. Information Systenms Security O ficer training is avail able
fromDISA, DISC4 and fromthe DOD Security Institute in R chnond,
VA. Training schedule varies, usually four classes per year.
Tuition is free; travel is the responsibility of the student's
hone station. This training is also available via the nobile
trai ni ng team concept when sponsored by the requesting
organi zation in coordination with Defense Security Service (DSS).
The sponsoring organi zati on provi des the classroom space and pays
the cost of the TDY of the instructors and course materials for
each student.

c. Network Security Oficer training and Systens
Adm nistrator training is available at Fort Gordon, GA and
Conput er based Training (CBT) is avail able through DI SA

5-14. | nformati on assurance/ C2 protect funding. a. M54 X
(Owh) funding may be used for salaries, travel, training and
oversight. [Information Systens Security Managers will respond to

AMC DCSI data calls for these resource needs.

b. M5T (OPA) funding may be used for hardware, software site
i censes, encryption products, and secure conmuni cati ons devi ces.
I nformation Systens Security Managers will respond to AMC DCSI
data calls for these security requirenents.

c. VITER (Force Protection OVA) funding may be used for
security products in support of Force Protection. Data calls and
responsibility for input to AMCPE-S.

5-15. I nformati on assurance/ C2 protect oversight.

a. Installation Information Systens Security Managers wil |
ensure that inplenmented security counterneasures are routinely
tested to determ ne effectiveness. Audit trails will be regularly
revi ewed and user-id and password progranms will be routinely
tested for evidence of possible conproni se.

b. The AMC Security Support Division will periodically
i nspect all AMC naj or subordinate activities and separate
reporting activities as part of their Intelligence and Security
Program Overview. Conpliance with Information Assurance/ Q2
protect regulations and directives are itens of interest on their
i nspection checkli sts.
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5-16. Law enforcenent activities. a. General. Law
enforcenent remains an integral el enent of the Conmand’ s Force
Protection Plan (FPP). Conprehensive and aggressive | aw

enf orcenent measures and services deter crimnal as well as
terrorist activity, and often represents AMC Installation
Commanders’ only i medi ate energency response capability. The
Provost Marshal is the proponent for |aw enforcenent activities
wi t hin AMC

b. Threat anal ysis. Comanders wi |l assess the adequacy of
| aw enf orcenent neasures and services during all phases of
operational planning and execution. As a mninum requirenents
for the following activities will be considered, and, as
appropriate, integrated into current and future operations.

(1) Traffic Control Pl anning. Proper traffic control
maxi m zes the safe and secure flow of vehicles with m ni num
control and direction. Traffic control planning includes the use
of barriers, directional signals, pedestrian and notor vehicle
control procedures, parking policies, and safety regulations. A
traffic control plan will be devel oped and i npl enented for each
AMC installation and, when appropriate, for each AMC conti ngency
operation. Traffic control for civilian areas adjacent to AMC
facilities will be coordinated with | ocal |aw enforcenent
agenci es.

(2) Mlitary Police Managenent |nformation System (MPMS).
MPMS is the Arnmy’ s automated system for processing and
mai ntai ning | aw enforcenent information. It reduces the
adm ni strative burden of informati on managenent on provost narshal
staffs, and increases awareness of problem areas through
statistical analysis. MPM S applications with significant inpact
upon the AMC FPP include the Ofense Reporting System (ORS-2), the
Security Managenent System (SMB), and the Registration and Access
Control System (RACS). Enpl oynent of the MPM S in support of AMC
| aw enforcenent activities is nandatory, wherever possible.

(3) Special Reaction Teans (SRT). SRT are specially
trai ned and equi pped teans conprised of mlitary or civilian | aw
enf orcenent personnel who serve as the conmander's princi pa
response force in the event of a major incident or terrorist act.
AMC installations should mai ntain an SRT, as required.

Qperational planners will consider the need for SRT as part of all
conti ngency operati ons.

(4) Mlitary Wrking Dogs (MAD). Like other highly
speci alized itens of equipnent, MADs conpl enent and enhance a
conmander’ s security capabilities and posture. MAD teans provide
both a | aw enforcenment and physical security capability and serve
as a strong psychol ogical deterrent to potential offenders. Al
AMC MAD t eans, except for the kennel master, will be dual capable
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with their assigned MAD (either patrol/explosive or patrol/drug
trained). Al AMC MAD teans are subject to depl oynent.

Qperational planners will consider the need for MAD as part of the
force protection package during all operational m ssions.

(5) Enployment of Law Enforcenent Personnel. Law
enf orcenent personnel, whether mlitary or civilian, may be
enpl oyed to protect persons and/or property under a nyriad of
di verse circunstances. The enpl oynent of | aw enforcenent
personnel is anong the nost costly of force protection nmeasures.
Since they are nost efficient and versatil e when assigned to
patrol m ssions, autormated and renote intruder detection systens
wi Il be enpl oyed whenever possible to protect static posts or
other fixed facilities. AMC |aw enforcenment personnel may be
subj ect to deploynment. Qperational and security planners wll
consi der the need for | aw enforcenent personnel as part of al
force planning initiatives.

(6) Violence in the workplace. Stress in the work
environnent remains a najor contributor to aggressive and often
viol ent behavior in both the office and contingency environments.
A leader's interpersonal and professional skills are inportant in
recogni zi ng and taking appropriate action to prevent such
incidents. Conmanders and operational planners nust ensure
recurring training of |eaders in managi ng and recogni zi ng stress
in the workplace and on net hods of responding to incidents of
vi ol ence which threaten the work force. Planning to prevent and
respond to violence in the workplace will be incorporated into al
AMC activities and all force protection planning for contingency
m ssi ons.

(7) Gimnal Investigation and Crimnal Threat Support.
The U.S. Arny Crimnal Investigation Command (Cl D) provides
crimnal investigations support to the Arny, and remains the
proponent for acquiring and dissemnating crimnal threats to Arny
persons, facilities, equipnment and operations. Conmanders and
operational planners will ensure regular coordination with |ocal
CID elenments during all facets of routine activities, as well as
al | contingency operations.

C. Reporting of incidents. Al major incidents or terrorist
acts, whether actual or alleged, will be reported per AR 190-40,
AR 525-15 and this regulation. The reporting of these incidents
i s mandat ory.

5-17. Physical security. a. The AMC Physical Security
Program (PSP) is a conponent of the FP program and consists of
pol i cies, procedures, and responsibilities to deter, detect, and
defeat threats to AMC soldiers, enployees, facilities, assets, and
operations. The Comrand Provost Marshal (CPM serves as the AMC
proponent for the PSP and exercises staff oversight of associated
pol i ci es and resource devel opnment. Conmanders i npl enent the PSP,
and, cogni zant of associated and identified threats will--
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(1) ldentify and prioritize their assets.
(2) Survey facilities used to house and store those assets.

(3) Analyze and categorize the risks and vulnerabilities to
identified assets.

(4) Plan and program adequate resources to protect those
assets determned to be critical to the command or operation.

b. Physical security guidance/requirenents are contained in
AMC Suppl enrents to AR 190-11, Physical Security of Arns,
Ammunition, and Expl osives, and AR 190- 13, The Arny Physi cal
Security Program Additional requirenents are contained in AR 190-
51, Security of Unclassified Arny Property (Sensitive and
Unsensitive) and DA PAM 190-51, Risk Analysis for Arnmy Property.

c. Continuous analysis of the threat is essential to ensuring
the effectiveness of the AMC PSP. Per AR 190-13, installation
conmanders, develop and naintain a | ocal threat assessnent upon
whi ch all physical security and force protection planning is
based. In addition, operational planners will devel op and i nclude
a threat assessnent as an el enent of all contingency plans.

d. Threat assessnments mnust include all reasonable crimnal,
intelligence, and terrorist threats known to exist. FBI, M, dD
and | ocal | aw enforcenent agencies will be solicited to provide
periodi c updates. The Provost Marshal will be the focal point to
receive and dissemnate of all "time sensitive" threat
i nformati on.

e. Commanders will devel op and inpl enent a physical security
plan for all installations within the conmand. In addition,
conmander s and operational planners will ensure that physical
security of AMC resources remains a required pl anni ng consi derati on
in contingency operations. Physical security plans will be
devel oped per FM19-30 Physical Security, and will be included as
an appendi x to all Force Protection plans and/or annexes. Tabs to
t he physical security plan will include, as a m ni nrum

(1) Provisions for an installation threat statenent.
(2) Aterrorismcounteraction plan.

(3) A bonb threat plan.

(4) An installation or base energency closure plan.

(5) Natural disaster and civil disturbance pl ans
coordinated with | ocal authorities.

(6) A conmuni cations pl an.
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(7) Alisting of all installation mssion essenti al
vul nerabl e areas (MEVA).

5-18. Physi cal security - risk analysis. Not all Arny
assets require the sane degree of protection at all |ocations.
The risk anal ysis process allows the commander to prioritize
assets so that physical security resources can be applied in the
nost efficient and cost effective manner possible. Risk analysis
i ndi cates both the inpact of the conprom se of an asset and al so
eval uates the potential for it being conprom sed. R sk analysis
wi Il be conducted on MEVAs and whenever one of the follow ng
events and/or conditions are met:

a. Awunit or activity is activated.
b. Wen a unit pernmanently rel ocates.

c. Wien determ ned that no previous record of risk analysis
exists for a MEVA

d. At |least every 3 years.
e. During contingency planni ng stages.

f. During planning for a new, addition to, or renovation of
facility.

g. Wienever an incident occurs in which assets are
conpr om sed.

5-19. Physi cal security - planning process. a.
Installation provost marshals, security officers, and/or
operational planners assess physical security requirenments for
install ati ons and devel op conti ngenci es based upon the foll ow ng:

(1) An operational risk analysis conducted per DA Pam 190-
51.

(2) The m ssion to be acconpli shed.
(3) The threat (known and/or perceived).

(4) Mssion Essential or Vulnerable Activities (MEVA)
protection requiremnents.

(5) Findings of previous physical security surveys, if
avail abl e.

(6) Availability of resources.

b. The followi ng security neasures will be considered in
devel opi ng physical security plans:
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(1) Electronic Security Systens (ESS). Electronic
Security Systens, if effectively utilized, decrease and elimnate
requirements for fixed guard posts. An intrusion detection system
(IDS), when installed, is classified as "personal property,
equi pnent in place" and will be accountable by the using unit or
activity. The Joint Services Interior Intrusion Detection System
(J-SIIDS) is the DAD standard IDS. Initial issue of these systens
is not charged to the installation. Repair or replacenent
part s/ conponents of J-SIIDS are chargeable to the installation.
Commercial Intrusion Detection Systens (CIDS) are funded under
MDEP RIC6 (physical security). dosed Grcuit Tel evision (CCTV)
should only be installed for interface with existing or planned
| DS as an assessnent device. CCTV should not be installed solely
for surveillance purposes.

(2) Structural Designs. Commanders and operati onal
pl anners must ensure incorporation of physical security measures
into the structure designs of all facilities to include those
erected as part of a contingency m ssion. Provisions nust be nade
for storing arnms, amunition, and expl osives, and for protecting
facilities housing personnel and critical equipnent and
conmuni cati ons centers from expl osi ons, vehicular ranm ng, and
other forcible intrusions. Q@uidance and information for enhanced
structural measures can be found in the U S. Arny Corps of
Engi neer Security Engi neering Manual .

(3) Perineter Barriers. Barrier protection is often an
ef fective neans of deterring and protecting agai nst vehicul ar
i ntrusions and expl osions in the contingency environnent. Were
U S Arny property requires fencing as a protective nmeasure, the
type and quantity of fencing will neet the requirenents of U S.
Arny Corps of Engineers’ specifications. Qher barriers such as
bol l ards, walls, gates, berns, will be considered and constructed,
as needed.

(4) Access (ontrols. Comanders and operational planners
will designate areas or facilities subject to special restrictions
or security controls prior to conmencenent of operations. Three
types, or levels, of restricted areas are used: Exclusion Area,
open to only those personnel required to have access; Limted
Area, open to personnel may have access with an authorized escort;
and Controll ed Area, open to personnel may have unescorted access.
Alimted access installation or activity may be desi gnated under
specific criteria; no perineter fence exists but entry can be
tenmporarily closed to vehicular traffic; or permanent barriers
exi st and access is controlled only after normal duty hours, i.e.,
gates are secured or nanned after dark; or no pernmanent barriers
exist, but vehicular traffic and other novenents using roads and
ot her points of entry are continuously controll ed.

(5) Transportation Security. Commanders and operati onal
pl anners wi Il consider and include security requirenments for the
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transport of AMC equi pment (arns, anmmunition, and expl osives) and
personnel during all phases of depl oynent and/ or contingency
oper at i ons.

(6) Physical Security Surveys. The Provost Marsha
directs physical security surveys of all conmmands and separate
activities within AMC per AR 190-13 and AMC Supplenent 1. In
addi tion to conducting conpliance inspections and surveys, Provost
Mar shal physical security inspectors are trained to identify and
report physical security vulnerabilities not provided for in
existing regulation or policy. Commander and operati onal
conmanders are encouraged to coordi nate for physical security
survey support at the outset of a contingency operation.

5-20. Personal security. a. General. Personal security
operations in AMC include those neasures taken to identify, train,
and prevent an attack upon a nenber of the Command, to include
formal protective service operations undertaken to protect sel ect
hi gh ri sk personnel. The Provost Marshal renains the proponent
for Personal Security within the AMC

b. Designation of high-risk personnel. The CG AMC retains
the authority to designate high-risk personnel wthin the Comrand.
H gh risk personnel are those who are nore likely to be terrorist
or crimnal targets because of their grade, assignnent, synbolic
val ue, vulnerability, location, or specific threat. Comanders
and operational planners will review the pernmanent assignnent,
projected tenporary duty, and depl oynent of all AMC personnel and
contractors for consideration of designation as a high risk on an
annual basis and during contingency planning. There are two
cat egories of high-risk personnel:

(1) Level 1. Level 1 personnel have such a significantly
hi gh potential as terrorist or crimnal targets as to warrant
exceptional security neasures to include assignnment of full-tine
protective services. This would include |ong-termprotective
servi ces based on assignnent |ocation, or short-termprotective
servi ce based on a specific threat.

(2) Level 2. Level 2 personnel do not warrant assignment
of full-tine protective services but require such additional
office, residential, and travel security neasures as deened
appropriate based on | ocal conditions.

C. Personnel security neasures.

(1) Commanders with subordi nate personnel permanently
assi gned OCONUS wi | | ensure coordination with the sponsoring
OCONUS commander to ensure appropriate security measures are in
pl ace. AMC conmanders will ensure that AMC personnel are properly
trained, routinely provided |local threat information, and afforded
adequat e security protections.
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(2) Commanders will annually review the need for persona
protective equi pnent and evasive driving training for al
personnel assigned to high risk OCONUS areas.

(3) Commanders will review and determ ne the need for
personal protective equi pnent and evasive driving training for al
personnel who will travel in high risk OCONUS areas for a period
of 30 days or nore.

d. Protective services.

(1) Protective service operations are a nmeans of
protecting high-risk personnel. The m ssion of protective
services is to protect the principal fromassassination,
ki dnappi ng, injury, and enbarrassnent. Protective service
operations will be conducted per U S. |aws and regul ati ons, and
i nternational agreenents to which the U.S. is a party. Conduct of
protective services, organi zation of the protective service force,
t he nunber of personnel enployed, and the duration of the m ssion
will be determ ned based on the status of the principal, threat,
vul nerabilities, location, and other conditions that nay present a
danger to the principal being secured.

(2) Commanders and operational planners nmust consider al
nmeans avail able for protecting high-risk personnel when conducti ng
routi ne operations and pl anni ng conti ngenci es. Protective
services renmains a very costly security neasure and shoul d be
enpl oyed only for Level 1 designated personnel and only under the
nost critical circunstances. Qher technol ogi cal neasures to
i ncl ude personal protective equi pnent and renote surveill ance
devi ces shoul d be considered as a neans |ess intrusive than a
protective services detail

e. Protective service details. The objectives of the
protective service detail are--

(1) Deter possible harmto the principal through
protective service operations.

(2) Detect threatening situations affecting the personal
safety and security of the principal.

(3) Defend the principal from physical harm or
enbarrassi ng situations.

(4) Quickly and safely renove the principal fromthe
t hr eat eni ng envi r onnment

5-21. Intelligence support. a. General. Every AMC

el enent / enpl oyee has a responsibility and a role in the Force
Protection Program both as a player (contributor) and as a
custoner (user). In order for AMC FP elenents to effectively
carry out their designated responsibilities in the FP area, and to
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protect thensel ves and decrease their risk of an incident, the
proper use and di ssem nation of intelligence information is
critical.
b. jective. Al AMC FP pl ayers/customers mnust be--
(1) ldentified, (with roles/responsibilities defined).
(2) Trai ned.
(3) Properly resourced.

(4) Supported with all-source and tinely intelligence.

c. Concept. To successfully execute the command FP m ssion,
the following intelligence support tasks mnmust be acconpli shed:

(1) ldentify command FP custoners/ pl ayers.

(2) ldentify command FP requirenents.

(3) Establish valid conmand FP requirenents.

(4) Collect and tailor information.

(5) Dissemnate information.

(6) Provide oversight/feedback mechani sns.
d. Responsibilities.

(1) AMC Deputy Chief of Staff for Intelligence (DCSINT).
The AMC DCSI NT, as the Command Senior Intelligence Oficer (SIO),
Wll--

(a) Provide policy, guidance and technical assistance
conmandwi de to ensure proper intelligence is avail able and
accessible in support of AMCs Force Protection Plan (FPP) and to
conbat threat prograns/personnel.

(b) Serve as focal point for all requests for foreign
threat information dealing with Force Protection issues.

( NOTE: The collection or gathering of information on U S.
citizens by DOD Intelligence organizations or
Intelligence-related activities s strictly forbidden

under AR 381-10, Intelligence Activities. The PM is the
command el enent that acts as the |iaison between [|ocal |[|aw
enforcenent entities and AMC for this type of

i nformation.)

(c) Coordinate with | ocal supporting mlitary

intelligence units, on-line national and DOD el ements, and Conmand
Provost Marshal for current threat information.
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(d) Dissemnate threat information to AMC FP custoners
and pl ayers.

(e) Wrking with the AMC FP O ficer, ensure threat
information pertinent to personnel traveling OCONUS is
incorporated into the Level | AT/FP travel briefing.

(f) Working with the AMC FP O ficer, ensure accurate
and valid threat information is contained in FP-related training
and information briefings within AMC commandw de.

(g) Provide intelligence support to MSC Force
Protection Oficer (FPO, Senior Intelligence Oficer (SIO,
Foreign Intelligence Ofice/Oficer (FIOQ, Security Manager/Ofice
(SM, and Provost Marshal (PM, as required.

(h) Prepare and update the annual HQ AMC t hreat
assessment and ensure it is avail abl e commandw de for use by
conmanders/directors as a reference during the creation of their
own organi zational threat assessnents.

(i) Provide MACOM program managenent for QSEC and GP3I
MDEPs in support of conmmand FP. Identify intelligence support
resource shortfalls; prioritize and submt unfinanced requirenents
(UFR) and/ or resource subm ssions through the Program bjective
Menmor andum ( POM) cycl e.

(2) AMC nmaj or subordi nate command (MsSC) commander. AMC
M5C conmanders will ensure their command inplenments the AMC FP
intelligence support functions. Typically, a Senior Intelligence
Oficer (SIO is designated at each MSC and is responsible for

executing the intelligence support functions to the AMC FPP. In
cases where a Sl O does not exist or has not been designated by the
| ocal conmander, the Security Manager (SM will normally be

designated to performthe intelligence support functions/duties
di scussed in this regul ation.

(3) Senior Intelligence Oficer (SIQ. The AMC MsC Seni or
Intelligence Oficer (usually the head of a joint Intelligence and
Security division/directorate) will ensure both intelligence and
security support to FP operations occurs. At the AMC MBC | evel,
this responsibility usually falls on the conmand Foreign
Intelligence Ofice/Oficer (FIOQ and/or the Security Manager
(SM. In conjunction with the FIQ SM and PM establish a
"feedback"” mechanismto ensure that intelligence
information/training provided to the command is rel evant and has
been received in a tinely fashion.

(4) Foreign Intelligence Ofice/Oficer (FIOQ. The AMC
Foreign Intelligence Ofice/Oficer is responsible for providing
all -source intelligence support to appropriate conmand el enents
(Security Manager, Provost Marshal, Operations Center, etc.) in
support of command FP. The FIOw Il --
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(a) ldentify local command FP customners/ pl ayers.

(b) As a nmenber of the conmmand FP team assist in
identifying specific threats to | ocal command.

(c) ldentify and register valid | ocal conmand FP
requirements.

(d) Collect and anal yze FP data/i nformation produced
based on conmand requirenents.

(e) Dissemnate threat information to conmand
cust oners.

(f) Execute conmand feedback/ oversi ght nechani sns.

(g) Wrking with the PM SM M5C CDR and Resource
Managenent (RM personnel, identify intelligence support resource
shortfalls within the command; prepare UFRs, Program C(bjective
Mermor andum ( POV) subm ssions; forward t hrough command channel s for
val i dati on/ adj udi cati on.

(5) Security Manager/ O fice. The Security Manager/ O fice
SM is a key link in the conmmand FPP. Wbrking in conjunction
with the FP O ficer, PMand FIO the SMwll--

(a) Assist in identifying |local command FP custoners
and their requiremnents.

(b) Assist in identifying specific threats to |ocal
comand.

(c) Dissemnate threat information to FP custoners.

(d) Wien so designated, serve as the focal point for
all intelligence support to FP in the absence of a SIO at the MsC
(and bel ow) conmand | evel .

(e) Wrking with the FP Oficer, PMFI O MSC CDR and
RM personnel , ensure proper intelligence resources are avail abl e
to support command FPP inpl enentati on and execution. ldentify and
forward intelligence UFRs/ POM subm ssions and intelligence rel ated
FP training requirenents through command channel s for
appr oval / adj udi cati on.

(f) Aosely nmonitor and evaluate SMintelligence/
security functions in support of AMC FP prograns at AMC
subor di nate comands and install ations.

e. Intelligence requirenents generation

(1) AMC DCSINT FP Representative. Al requirenents for
igence information fromHQ AMC el ements in support of FP

intell
| go to the DCSINT FP representative for action. The office

Wi |
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synbol is AMXM - SCM room 1E22, ext 617-9066. Before submtting
an intelligence requirenment, the HQ AMC customer shoul d revi ew
request and ensure the follow ng information has been provi ded:

(a) Wien is information needed? If the information is
critical to current/ongoing operations and is needed in a quick-
reaction node, so state. |If the information is needed to conplete
| ong-term FP pl ans/ projects, be sensitive to when the information
is actually needed (information should not be requested under a
qui ck-reaction node if it can be delivered at a | ater acceptable
date with no inpact to AMC FP). This ensures that proper
Intelligence Conmunity resources are tasked agai nst AMC
requirements.

(b) Has the total requirenent been stated and will it
be understood? One of the responsibilities of the AMC DCSINT is
to work with the custonmer to ensure that the requirenment is valid
and the custoner is asking for the right information.

(2) AMC DCSI NT Requi renents Manager is responsible for the
val i dati on and subm ssion of intelligence requirenments in support
of FP. The Requirenents Manager works closely with the AMC DCSI NT
FPO to ensure command FP requirenments are submtted and tracked to
conpletion. |If questions as to the status of a FP intelligence
requi rement arise, and the AMC DCSINT FPO i s unavail able, the
Requi renments Manager nmay be contacted for status of the
requirement. The office synbol is AMXM - I NT, room 1S58, ext 617-
5275.

(3) AMC MSC (and bel ow) | evel:

(a) At AMC el enents where there exists both an FI O and
SM the FIOw Il be the focal point for all threat-related FP
requirenments and the SMwill be the focal point for all FP
count erneasure requi rements. Coordination between the FI O and SM
on all command FP requirenments is essential before the command
requi rements manager forwards for action.

(b) Wth the introduction of autonated systens |inked
to data bases in the intelligence community, the ability to
research information at the local |evel exists. |If, after
searching available intelligence sources the information requested
is not available, an intelligence gap has been identified and the
follow ng steps will be foll owed:

1 The FIOw Il determne if requirement is quick-
reaction (QRR, needed in 1-10 days) or Request for Information
(RFlI, needed in 11-45 days). |If an involved area assessnent needs
to be done, this may require a | ong-term assessnent whi ch woul d
require a Production Requirenent (PR 45 days and |onger) to
pr oduce.
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2 1f it is a QRR submt requirenment directly to
appropriate intelligence elenent (Arny, U S Arny National G ound
Intelligence Center (NG C, ATTN |TANGPO. Info copies will be
forwarded to HQ AMC, ATTN. AMXM - SCM AMXM - I NT and to HQDA, ATTN
DAM - CHS. Requirenent should contain information needed, (with
justification for the short suspense), suspense date, and point of
contact (POC) (both custonmer and intelligence representative).
Media for delivery (FAX, STU-IIIl, Genser nsg, unclassified e-mail,
classified e-mai|l C PRNET/ I NTELI NK-S or | NTELI NK) shoul d be
i ncl uded.

3 If RFl, submt requirenent just like a QRR
above. HQ AMC (AMXM -INT) will ensure the RFl is linked to
existing PR and forward to Production Center.

4 If a detailed recurring FP intelligence
requi rement exists (one that requires extensive information in
final product form, a PRw Il be generated by intelligence/
security personnel and forwarded t hrough Command channels for
tasking. Wthin AMC, PRs will be submtted to HQ AMC, ATTN
AMXM - | NT/ AMKM - SCM for validation. AMC CDCSINT will forward
requi rement to appropriate Production Center for resol ution.

5 FP intelligence requirenents will be reviewed at
the MSC |l evel annually to ensure they are current, valid, need to
be updated, or cancel ed.

f. Analysis and di ssem nation of AMC FP intelligence
i nformation.

(1) Once information has been collected in support of an
AMC FP requirenment, it will be analyzed to determne applicability
to AMC FP mission and then tailored to neet the need. Results of
analysis will be coordinated with the AMC FP O ficer and
appropriate AMC FP Wrki ng G- oup nenbers before di ssem nation
occurs (when possible).

(2) The AMC ODCSI NT has establ i shed Automated | nformation
Goup (AIG 11557. The purpose of this AIGis to dissemnate
Force Protection information with inpact on AMC to AMC el enents.

(3) At the AMC MBC | evel, the AMC Senior Intelligence
Oficer (SIO wll ensure that pertinent FP information is
dissemnated in a tinely fashion. Procedures and processes
i nvolved with the dissemnation of FP information will be the
responsibility of the SIQ

(4) Established FP information di ssem nation procedures/
processes will be reviewed during periodic security inspections/
staff assistance visits for conpliance/effectiveness.

(5) Wth the advent of accessibl e autonmated data bases
(intelligence and nonintelligence) as a source of information, a
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nore tinmely response to customer FP needs can be achi eved.

FI Gs/ SMs wi | | conduct searches of Intelligence Cormunity autonated
data base files for both informati on sources and information that
responds to their requirenents. AMC MSC Intelligence and Security
(1&S) elements (located in or having access to Sensitive
Conpartrment Information Facilities (SCIF)) will have access to

| NTELI NK by the first quarter fiscal year 1998. INTELINK is DOD s
classified "I NTERNET" and provides |&S personnel a neans of
accessing near real-time FP information. Exanples of FP
information avail able on I NTELINK are JCS Morning Brief (daily),
DIA Terrorist Summary (daily), and CINC daily I NTSUMs (i ncl udes
terrorist update).

(6) Other sources of information include HQA Force
Protection Travel Advisory (quarterly), HQDA Force Protection
Message (daily), Monthly International Terrorism Sunmmary
(monthly), Secretary of State Travel Advisories/Consul ar Notes
(periodic), AMC Threat Statenent (updated annually), Defensive
Security Briefings, Provost Marshal - for relevant |aw enforcenent
i nf ormati on.

(7) AMC MSC | &S personnel will ensure that their command's
Statenent of Intelligence Interest (SII) is current and reflects a
need for FP information.

g. Oversight

(1) Oversight managenent and feedback nechani sns are
i mportant vehicles to ensure the adequacy/rel evancy of FP
i nformation (provided by AMC Intelligence and Security (I&S)
personnel ) and to gauge custoner satisfaction. To ensure FP
information is adequate/rel evant and tinely, feedback mechani snms
nmust be initiated and institutionalized by AMC MSCs. Due to
di fferent and uni que m ssions w thin AMC subordi nate conmands, a
set format and/or criteria for feedback does not exist. It is
i ncunbent upon the local 1&S elenent to create a feedback system
to evaluate the effectiveness of the informati on and service
provi ded.

(2) AIl AMC I&S elenents will review AlGs associated with
intelligence support to FP semiannually to ensure distribution
lists (customer base) are current.

(3) HQAMC will review Intelligence Support to FP to
ensure proper oversight and feedback mechani sms exi st during
schedul ed Staff Assistance Visits (SAV) and during annual security
i nspections.

h. Reporting of suspicious activity.
(1) "Terrorismis a formof political comunication.
Violence is used to send a nessage. Violent acts are usually

preceded by nonviolent or |less than violent nessages, i.e.,
witten, spoken or physical action. These early nmessages of
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protest, of changes in attitude |eading to violence, as well as

t he observabl e preparations for a violent attack...all can provide
early warnings of a comng attack, if we are alert, observe, and
report." (R D. Crelinsten)

The Terrorist (perational Cycle may follow a 7-step process.

- Target selection (by type).

- Initial surveillance by nonprofessionals.
- Pl anni ng.

Final target selection

- Deploy to target areal/equip people.

- Final surveillance by professionals.

- Attack.

~NOoO O WNE
1

(2) AMC personnel can help to protect AMC s personnel,
information, and activities by reporting certain activities, which
coul d be observed during this cycle. A though a terrorist attack
on an AMC activity is assessed as unlikely, we nust renmain alert
to suspicious activity. Follow ng sinple security neasures serves
as the best deterrent to a terrorist act. Look for and report any
of the following "potential indicators" to your nearest Mlitary
Pol i ce/ Security Ofice.

(3) Report the follow ng suspicious activity:

(a) Signs, speeches, or conversations which suggest
vi ol ence towards established authority, |eaders, ethnic, or
political groups.

(b) Information that menbers of |ocal organi zed groups
are quitting or being expelled as "not fitting in."

(c) Persons enotionally expressing threats of violence
toward individuals, groups, or institutions.

(d) Persons enotionally expressing feelings of being
under attack, harassed or targeted by sone other group or person

(e) Persons enotionally or repeatedly blamng "others”
for sonme probl em and advocating violence as a solution to the
pr obl em

(f) Multiple off-post thefts of funds, firearns, or
expl osi ves.

(g) A stranger loitering and suspiciously observing
governnent buil di ngs, people, or activities.

(h) A stranger asking unusual, personal, or detailed

guestions regardi ng AMC personnel, AMC buil di ng, and/or
activities.
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(i) A person taking pictures or maki ng sketches of
per sonnel and/or the buil ding.

(j) An unusual, oversized, or inappropriately parked
vehicle (particularly in the vicinity of |large nunbers of people
or special events).

(k) Abandoned parcel or suitcase.

(1) Suspicious, oversized or unusual mail.

(4) Wien a suspicious activity is observed, the activity
shoul d be reported, containing as many of the foll ow ng
information el enents as possi bl e:

(a) Describe any peopl e observed, i.e., nane, sex,
age, appearance, cl othes.

(b) Provide tine of day activity was observed.
(c) Describe location of activity.

(d) Describe type of vehicle, i.e., type, color,
di sti ngui shing marks, |icense plate.

(e) Describe package, suitcase, or mail, i.e., type,
col or, size, distinguishing marks.

(f) Describe the nature/details of any conversations
or nessages.

(g) Provide copies of any flyers, panphlets, or
messages whi ch can be obtai ned wi thout personal risk or exposure.

Report any suspicious activity imediately to--
Provost Marshal or security officer
Wthin HQ AMC, call: 617-9367 (duty hours)
Staff Duty Oficer
Wthin HQ AMC, call: 617-9223 (after duty hours)

(5) Subversion and Espionage D rected Against the U S
Arny (SAEDA). Reportable SAEDA Incidents are--

(a) Attenpts by unauthorized persons to obtain
classified or unclassified informati on concerning U.S. Arny
facilities, activities, personnel, technology, or materiel.

(b) Attenpts by individuals with known or suspected
espi onage, subversion, or foreign intelligence background or

5-29



AMC- R 525-13

associations to cultivate friendship with mlitary and civilian
personnel for the purpose of obtaining informtion.

(c) Any known, suspected, or possible unauthorized
di scl osure or deliberate conprom se of classified information
regardl ess of the circunstances.

(d) Active attenpts to encourage mlitary or civilian
enpl oyees to violate | aws, disobey |lawful orders or regul ations,
or disrupt mlitary activities (subversion).

(e) Known, suspected, or attenpted intrusions into
classified or unclassified automated i nformati on systens by
unaut hori zed users.

(f) Any situation involving coercion, influence, or
pressure brought to bear on DA personnel through famly nmenbers
residing in foreign countri es.

(g) Actual or attenpted suicide by any DA personnel
who have had access to classified information within 1 year of the
i nci dent .

(h) Absent Wthout Leave (AWDL) DA personnel who have
had access to classified information.

(i) Communi cations Security (COVSEC) violations except
t hose concerni ng obvious adm nistrative error.

(k) Persons havi ng excessive know edge or undue
interest of sensitive Arny facilities or operations.

Report suspicious activity involving SAEDA i mmedi ately to
supporting counterintelligence (902d M Goup) elenent or | ocal
security manager

Wthin the National Capital Region call--

(Comercial) 703-805-3008
(DSN) 655-3008

5-22. Resour ce/ f undi ng. a. Duri ng programm ng of

conti ngency operations, commanders and operational planners will
proj ect and docunent force protection resource requirenents as
part of the overall cost of the operation. On an annual basis,
installation | evel program nmanagers will develop and prioritize a
list of resource requirenents to be funded under each appropriate
Managenent Deci si on Packages ( MDEP)

b. The operational planners and installation program nmanagers
wi Il provide the resource requirenents to the designated AMC
program nmanager. The AMC program nmanager will review and validate
programrequirenents. Validated requirenents will be submtted in

5-30



AMC- R 525-13

t he AMC Program (oj ective Menorandum (POV) process for funding
consi deration at Departnment of the Arny.

c. Executing FP fundi ng.

(1) Upon receipt of DA funding guidance for the next
fiscal year, the AMC program nanager will develop a distribution
reconmendati on. The distribution recomrendation will be used as a
basis for Deputy Chief of Staff for Resource Managenent (DCSRM to
provi de fundi ng guidance to the installations.

(2) Once installations are in receipt of fundi ng gui dance,
the Installation Resource Manager will notify the appropriate
program nmanager of the target funding level. Executing a target
based budgeting (TBB) action, the program nmanager wi |l devel op the
resource plan based on the list of FP priorities. Resource
requi rements that cannot be funded within the provided target wll
be identified to the installation Resource Manager and t he MACOM
program manager as unfunded requirenents (UFR).

(3) Installation program nmanagers (or a designated
representative senior to them) will participate in the
Installation Process Budget Advisory Commttee (PBAC) process.
The purpose of participation in this forumis to defend existing
fundi ng agai nst reprogramming to other priorities and to seek
support for unfunded requirenents.

(4) During the execution year, the AMC Program Manager

wi Il provide oversight of the MDEP execution. The Program Manager
will be prepared to identify any reprogramm ng of FP funding and
provi de frequent updates to the AMC FP Conm ttee and Conmand

G oup.

(5) H story of requirenents, resources, and subsequent
execution will be maintained by the AMC Program Managers to be
used as a factor in determ nation of future resource allocations.

d. Description of MDEPS. Force protection requirenents nay
be included throughout the entire scope of MDEPS to include
nmedi cal , engi neering housing, etc. Funding provided in the
foll owm ng MDEPS are designed to inprove the physical security of
AMC installations and facilities or protect mssion essential
information that m ght be used to plan a terrorist attack.

(1) The VTER (antiterrorism NMDEP provides resources to
protect all personnel (soldiers, civilian enployees, and famly
nmenbers), equipnent, facilities and information assigned to an
Arny installation agai nst espi onage, sabotage, and theft. VTER
OVA funds can be used for personnel salaries, mssion and training
cost, and equi pnent costing | ess than $100,000. VTER OVA funds
are 1l-year funds and sent to the MACOM for disbursenent to
installations. Antiterrorism (AT) training classes at
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Ft Mdellan, Ft Huachuca, and Ft Bragg are funded with VTER QVA
VTER OVA can al so be used to fund installation AT training cost.
VTER OPA3 is 3-year procurenent funds nmanaged by HQDA and

di spat ched by the Physical Security Managenent O fice (PSEMD
directly to the installation. Exanples of VTER purchases

i ncl ude- -

(a) *Aosed circuit televisions (CCTV).

(b) *Intrusion detection systens/access contro
syst ens.

(c) *Secure conmuni cation equi prent.
(d) Expl osive detectors.
(e) Portable barriers.
(f) Security upgrades/ hardening of m ssion essenti al
vul nerabl e areas (MEVA), general officer (GO quarters, and
enmer gency operation centers.
(g) Special reaction teans (SRT) vans and equi pnent.
(h) R ot control equipnent.
* Requires additional funding for site-survey/preparation.
(2) The RIG6 (Physical Security) OPA3 MDEP funds physi cal
security equi pnent design, research, and devel opnent, test and
eval uation, and procurenent, installation, and mai ntenance of
sel ect physical security equi pnent and systens, to include
i ntrusion detection systens and alarmnonitoring systens.
Physi cal security systens enhance security for nucl ear and
chem cal storage facilities; sensitive arns, amunition and
expl osi ve storage; mssion essential and critical facilities; and
equi pnent and personnel protecting against terrorism espionage,
and theft. Exanples of RIC6 supported expenditures are--

(a) *Intrusion Detection Systens (1CDS, J-SIIDS,
Alarm Monitor Goup (AMY).

(b) *Sensors and Entry Control Systens.
(c) *Al arm di spl ays.

(d) *Electronic Data Links.

(e) *Monitors.

(f) *CCTvs.
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(g) Mobile Detection Assessnent Response System
( MDARS) .

* Requires additional funding for site-survey/preparation.

(3) The QBEC (Director of Security) QVA MDEP funds
personnel engaged in prograns designed to protect the conmmands
m ssion essential information. |Information such as arrival and
departure tinmes for unit novenents, operation plans, and
adm ni strative and | ogi stical support arrangenents are of
particular value to terrorist. Denying the terrorist access to
this information limts his/her targeting capability. Personnel
funded with this MDEP are routinely involved in personnel security
cl earance processing, information classification and protection,
i nformation systens security (I1SS), foreign visit and technol ogy
transfer prograns, sensitive conpartnented informtion and
communi cations security.

(4) The M4AX OVA MDEP funds security enhancenents for
automated i nformation systens. |In sone cases this decision
package nmay be used to fund personnel engaged in ISS activities.
Typi cal expenditures include ISS training for personnel who
operate conputer systens and hardware/ software enhancenents t hat
provi de protection against cyber-terrorism hackers and virus
i nfections.

(5) The QPR (Security Law Enforcenent) OVA NMDEP provi des
resources for physical security, protective services, and | aw
enf orcenent support to Arny installations and facilities to
mai ntain order, enforce |aws and regul ations, control vehicul ar
and pedestrian traffic, protect critical governnent property and
facilities, and investigate crinmes. Operating account for Provost
Mar shal BASOPS activities (operations, civilian pay, contracts,
trai ning, supplies and equi pnment, special investigative tools, TDY
travel, Mlitary Wrking Dog Program and pretrial confinenent).

e. Fund cites should include an MDEP designation in the
character string. |If an inproper MXEP is |isted, an under
obligation in the correct MDEP and an over obligation in the
incorrect MDEP wll occur. For this reason, it is extrenely
i nportant that PM RDA and RM counterparts nonitor their obligation
rates cl osely.

f. A concerted effort will be nade by RM PM or RDA
counterparts to identify any Program (bjective Menorandum ( POV)
Schedul e 8 reprogramm ng action that affects FP requirenents. Any
proposed action will be identified to the FP Wrki ng G oup,
regard ess of appropriation. Tinmely notification will enable the
conmttee to defend and justify FP requirenents.

g. GConsistent with POM devel opnent tinelines, resource

managers will annually review all NMDEP POM subm ssions to identify
t hose which include FP requirenents. Al such requirenents wl |
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be consolidated and forwarded to the FP O ficer for review by the
FP commttee to ensure proper categorization and nonduplication

5-23. Engineering. a. Engineering provides guidance for use
at all levels of command within AMC in project devel opnent to
establish and inplenment criteria for protecting assets within
facilities against a range of crimnal, protester, terrorist, and
subversive threats. The purpose of the guidance is to devel op
appropriate, effective, unobtrusive, and econom cal protective
designs to a | evel appropriate for project progranm ng. Conmanders
and operational planners must ensure incorporation of physical
security nmeasures into the designs of all facilities to include
those erected as part of a contingency mssion. Critical force
protection considerations include (but are not limted to: stand-
of f distances fromcritical or heavily protected facilities; blast
protection, intrusion detection, electronic surveillance neasures,
and energency notification and evacuation requirenents.

b. Pl anning phase.

(1) PLANNING TEAM - ORGANI ZATI ON. The install ation
pl anning team must include, as a mninum representatives of the
facility users and the installation functions of intelligence,
operations, security, logistics, environnent, safety staff, and
engi neering. Qher organizations such as the fire marshal and
conmuni cations officer will be included as necessary. Specific
responsi bilities of the seven key planning team nenbers relative to
t he planni ng phase are detail ed bel ow.

(a) Facility users. The ultimte users of
pl anned/ exi sting facilities identify the assets within the
installation, which will require protection and establish their
relative value. The users also identify any special operational or
| ogi stical design constraints for the facility

(b) Intelligence. Representatives of this function are
responsi bl e for providing input for the identification of threats
to identified assets including informati on on potential aggressors
their likely targets, and their likely tactics.

(c) Qperations. Representatives of this function al so
serve as installation user representatives and are responsible for
operati onal aspects of installation activities, including terrorism
count er acti on.

(d) Security. Representatives of the security and | aw
enf orcenent function are responsible for detecting and defeating
acts of aggression agai nst assets. Therefore, these
representatives supply information about the response capabilities
of mlitary police, contract or security guards, |ocal police, or
ot her applicable security forces. They also provide information on
crimnal threats.
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(e) Logistics. Representatives of this function are
responsi bl e for nmai ntenance of installed equipnent in facilities.
They provi de i nput on equipnment mai ntenance and on integrating wth
exi sting systerns.

(f) Engineering. Representatives of this function are
responsi ble for facility planni ng, construction, mnaintenance and
repair. The Director of Public Wrks' organi zation includes the
programmer. The programer organi zes and | eads the planni ng team
devel ops a programm ng | evel protective design, and consolidates
all facility requirenents, design criteria, and project cost
information into the appropriate progranmm ng docunent.

(g) Safety staff. Representatives of this function are
responsi ble for integrating safety and ri sk managenent in al
phases of the plan. They are responsible for identifying hazards;
assessing hazards and risk in ternms of probability and severity;
devel opi ng counterneasures to elimnate hazards; inplenenting
controls, and evaluating their effectiveness.

(h) Environnent. Representatives of this function are
responsi bl e for conducting appropriate environnental inventories,
consultations, and anal yses to adequately address inpacts of site
sel ecti on on endangered speci es habitats, historic sites,
ar chaeol ogi cal significant areas, wetlands, or floodplain.
Determne if project siteis free frompollutants contamnants, and
ordnance and expl osi ve waste that woul d i npact start of
constructi on.

(2) PLANNI NG TEAM - OBJECTIVE. The objective of this phase
of the force protection security engi neering design process is to
define protective systemdesign criteria. The criteria describes
assets associated with a facility, the threat to the assets, the
| evel to which the assets are to be protected agai nst the threat,
and any constraints to the protective system desi gn. The team nust
consi der how security fits into the total project design and give
it appropriate enphasis. Protecting individual assets is generally
nore cost effective than protecting an entire facility. Design
criteria conmponents are as |isted bel ow

(a) ldentification of all assets which are to be housed
inthe facility or facilities or which are a part of the project.

(b) lIdentify threats to each identified asset.

(c) ldentify level of protection for the assets agai nst
the threats.

(d) Establish design constraints for the project.
c. Programm ng phase - objective. The objective of the
pr ogramm ng phase of the force protection design process is to

identify the appropriate protective nmeasures for proposed
construction projects which have a significant inpact on the
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project cost. This guidance is applicable to new facilities and to
alterations of and additions to existing facilities. The
programm ng procedure is sunmarized in the foll ow ng steps:

(1) Step 1 - Select Protective Measures. These strategies
hel p the programmer deternmne appropriate and necessary protective
neasures.

(2) Step 2 - Assess Design (pportunities and Constraints.
Qopportuni ti es enhance protection, reduce requirenents for
protective neasures, or solve a design problemresulting in an
overall saving of time, design effort, or noney. Constraints
restrict design or create additional problens which nust be
conpensated for by the protective design. Protective neasures for
one tactic may be opportunities or constraints to another.

(3) Step 3 - Determine required protective nmeasures. Sel ect
requi red protective nmeasures separately for each asset and each
appl i cabl e tactic.

(4) Step 4 - Integrate protective nmeasures into a
protective system To ensure uniformand effective protection of
all assets against all threats, protective neasures nust be
integrated into a system

(5) Step 5 - Estinmate protective systemcost. Develop a
programm ng | evel cost.

(6) Step 6 - Assess protective systemacceptability.
Acceptabil ity depends on the systenis cost effectiveness, its
i mpact on operations, and its conpliance with the design criteria
establi shed in the planni ng phase.

(7) Step 7 - Prepare docunentation. Prepare required
docunentation for the type of project being progranmred (DD Form
1391).

(8) Step 8 - Submt to the MBC a prioritized |ist of MCA
PAA and OPA3 funded force protection projects, required to protect
the critical assets. RPMA, K and L account projects will be
approved at the MSC level. MSCs will consolidate the installations
MCA, PAA and CPA3 |list, prioritize and submt list to AMC, ATTN
AMCEN- F.

d. Project review. AMENF, at the appropriate tine, wll
assenble the AMC MIlitary Construction Working G oup (MOANG) to
review the MSC project subm ssions. Following the review, the M\VG
will develop a recormended AMC priority list of MCA PAA and OPA3
funded projects; the AMC Protective Forces Construction Program
Upon approval of the Chief of Staff, the Construction Programwil |
be submtted to HQDA, DAI MFDR for approval and fundi ng.
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5-24. Public affairs. a. Public Affairs Oficers (PAO wll
aggressi vely support comand efforts to protect the Arny from
terrorist or crimnal attack by ensuring an accurate, tinely, and
rapid flow of information fromthe command to internal and
external audi ences.

b. Public Afairs (PA prograns will support command efforts
to increase the awareness of the Total Arny famly about the | ocal
crimnal and terrorist threat, and suppl ement or support persona
protection and Force Protection training prograns.

c. Public AMfairs Oficers will work closely with (perations
and Security elements to neet the information needs of all
audi ences wi thout viol ating OPSEC

d. Concept of operations.

(1) Ceneral. Each aspect of the U S. Arny Force

Protection effort -- Physical Security, Conbating Terrorism Law
Enf orcenment Qperations, Information Qperations, and Personal
Security -- wll be addressed by effectively using the three nmain

conponents of Public Affairs: Command | nformation, Comunity

Rel ati ons and Public Conmmuni cati ons. Force Protection Public
Affairs will be centrally coordinated, with decentralized
execution at the MBC/ SRA/ subel enent |evels. DOD, HQA and HQ AMC
wi Il provide information, guidance, announcenents and nessages for
i nclusion in on-going informati on canpai gn.

(2) Inplementation.

(a) Major subordinate command PAGs will prepare,
staff, coordinate and inplenent a Force Protection Public Affairs
Plan per this annex, cited references and such Public Affairs
gui dance as shall be provided. The PA Plan nust support the
Conmander’ s Force Protection Plan to ensure there is atinely flow
of critical information to all menbers of the |ocal Arny comunity
and to neet the needs of the news nmedia. Key elenents that nust
be included in the plan are--

1l The role of the PAOin the Energency Qperations
Center (EQCO.

2 Location and resources for a nedia center.

3 How to control nedia access in the event of an
i nci dent .

4 The establishnment of photography and ot her
ground rul es.

5 How to conduct the internal information
program
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(b) During normal situations, Public Affairs assets at
all levels will--

1 Conduct an active and sustai ned Conmand
Information effort, using nmultinedia nethods to hel p naintain
general Force Protection and situational awareness for internal
audi ences. Provide tinely information on personal counterneasures
and the THREATCON system The Command Information effort is to
execute and suppl enent existing or future DOD, DA and AMC
pr ogr ans.

2 Help raise awareness of the Arny Famly to
potential Force Protection issues and crimnal or terrorist acts:
soldiers, reservists, civilian enployees and their famlies, as
appropri ate.

3 Provide accurate and tinely information to
m ni m ze specul ati on and di spel runors.

4 Instill confidence that the Departnent of
Def ense and the Arny can reduce vulnerability of personnel,
property and equi pnent, and protect itself frompotential threats.

5 Provide tinmely and accurate Public Affairs
gui dance to suppl enent Force Protection nessages.

(c) During an actual or potential crimnal or
terrorist incident, Public Affairs assets at all levels wll--

1 Keep audi ences inforned, while at the sane tineg,
avoi ding the inmage that the conmand i s under siege. The
presentation of such an inmage will further the potential terrorist
or crimnal goal of creating fear and confusi on.

2 Coordinate rel ease of materials with appropriate
agencies (AMC, DA and DOD) prior to release. Ensure print, photo,
and mul tinedia products are available for all to provide a
seanm ess exchange of information and ensure all are addressing the
sane nessages.

3 Provide on-scene Public Affairs support as
requested or directed by conpetent authority.

4 Support the commander by rel easing specific,
approved information regarding force safety or the use of security
f orces.

5 Provide accurate and tinely information,
approved for release, to the news nmedia to mnimze specul ati on
and di spel the inevitable runors, which spread.

6 Prevent terrorists fromusing Arny assets to
mani pul ate the nmedia and achi eve their goals of massive publicity.
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7 Prevent nmenbers of the nedia frominterfering
with or influencing mlitary responses.

8 Prevent information about the preparation and
depl oynment of mlitary and | aw enforcenent forces from bei ng
rel eased through Arny Public Affairs channels.

9 Ensure, to the maxi mum extent possible, that al
official Arny information originates froma single authorized
approvi ng source, thereby reducing the possibility of conprom sing
key informati on and of releasing conflicting or inconsistent
i nformati on.

10 Stress mlitary-civilian police and
governnental cooperation and joint efforts to deal with the
si tuati on.

(3) Coordinating Instructions.
(a) Release Authority.

1 AMC Commandi ng General and hi s/ her designated
representative, the AMC Chief of Public Affairs, are the rel ease
authorities for matters under the provisions of this plan and
annex.

2 Rel ease authority may be further del egated, as
needed, by the AMC Commandi ng General and hi s/ her designated
representative, the AMC Chief of Public Affairs.

(b) Restrictions.

1 Per existing HQDA PAG all requests to film
i nterview, photograph or record counterterrorist training,
personnel, or units will not be approved.

2 Do not allow news nedia or any ot her
unaut hori zed person access to classified information, materials,
phot ographs or docunents. ddassified material, docunents and
information nust be protected at the source and per AR 380-5.

3 THREATCON status and safety neasures are For
Oficial Use Only (FOQUO information. Force Protection nessages
will not be rel eased, posted or distributed to internal or
external nedia w thout proper command aut hori zati on.

4 When commands have decl ared a THREATCON, command
infornmation prograns should be used to keep internal audi ences
i nforned about actions being taken and the reason for those
actions. Internal information prograns also reinforce the
requirenents to mai ntain QPSEC, keep the personnel inforned of
saf ety neasures they should take, and hel p m nimze runors.
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5 PA personnel and elenents at all levels wll
participate in and support all training under the provisions of
this plan. These training events will prepare PA personnel and
el enents to better respond to actual energency situations.
Trai ni ng exercises provide the PAO the opportunity to solidify the
PAOrole as a critical nenber of the mlitary teamand to
denonstrate how an effective PA operation can support the m ssion.

5-25. Legal support. a. General. At their respective |evels
(maj or command, maj or subordi nate command, installation, unit),

| egal offices and personnel provide |egal support to AMC
commanders and staffs on all aspects of force protection planning
and operations. Al planning and operations will conformto the
requirenments of the applicable | aws, directives, regul ations, and
ot her authoritative policy docunents.

b. Execution. Commanders will ensure that their supporting
| egal officers--

(1) Are famliar with the contents of this AMC regul ation
and the references listed in appendi x A

(2) Participate in the review of all plans, in staff
organi zations and neetings addressing force protection issues, and
in force protection exercises.

(3) Provide advice to operational crisis action teans and
task forces.

(4) Maintain tinely, conplete technical channe
comuni cations wth their counterparts at subordinate, |ateral,
and hi gher headquarters.

c. Jurisdiction. Legal officers will be particularly alert
to the issues enunerated bel ow. These issues are recurring and
conpl ex, and their solutions are situation-dependent.

(1) CGeneral - United States. Federal, State, and | ocal
of ficials have overlapping responsibilities for the detection,
i nvestigation, and prosecution of crimnal offenses.

(2) United States Departnent of Justice (DQJ) and the
Federal Bureau of Investigation (FBI). The Attorney CGeneral (AGQ
is the head of DQJ and, acting through DQJ)’'s officials, bears the
primary responsibility for enforcenent of Federal laws. As part
of DQJ, the FBI detects and investigates crines against the United
States. The FBlI has overall responsibility at the scene of a
donmestic terrorist incident wherever it occurs, including mlitary
installations. Under the direction of the AG the conduct of
litigation in which the United States is a party, or in which it
is interested, and the securing of evidence therefore, is reserved
to officers of DQJ.
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(3) DOD, Departnent of the Arny (DA), AMC, and AMC
Instal lation and Units. DOD DA/ AMC AMC Installation and units are
responsi ble for the security of their facilities, property, and
personnel. This includes the responsibility for investigating
crimes commtted on mlitary installations and crimes commtted by
persons subject to the Uniform Code of Mlitary Justice.
DODY DAY AMCI AMC i nstal l ations and units coordi nate investigative
and prosecutorial activities with DQJ and the FBlI per established
gui del i nes.

(4) State and Local Law Enforcenment and Prosecutoria
Agencies. At the State and |ocal |evel, these agencies perform
functions simlar to those of DQJ/FBI. To coordinate
i nvestigative and prosecutorial activities at the state and | oca
level, AMC installations and units establish | ocal policies and
procedures with conpetent state and | ocal authorities.

(5) Ceneral - OCONUS. The Host Nation may have
responsibility for detection, investigation, and prosecution of
crimnal offenses occurring at AMC activities |ocated outside of
the United States. Such affected AMC activities should, through
t he designated United States Defense Representative for the
country and Chief of Mssion, establish |ocal arrangenents wth
Host Nation authorities for these matters. These AMC activities
will ensure their actions are coordinated with the Ofice of the
Staff Judge Advocate (OSJA) for the senior U S. Arny Conmand
responsi bl e for the geographical area, e.g., CSJA US. Arny
Europe (USAREUR) for CGermany and OSJA, Sout hern European Task
Force (SETAF) for Italy.

d. Rules for the Use of Force (RUF) and Rul es of Engagemnent
(RCE). |In any operational situation, conpetent authority wll
issue RUF/RCE tailored to the mssion. Under all circunstances,
every soldier retains the inherent right of self-defense.

e. Posse Comitatus Act. The Posse Comitatus Act prohibits
the use of Arnmy personnel to execute the civil laws of the United
States, "except in cases and under circunstances expressly
aut hori zed by the Constitution or Act of Congress.” This
prohibition is against direct mlitary involverment in civilian | aw
enforcenent. Cenerally, mlitary support short of actual search,
seizure, arrest, or simlar confrontation with civilians, e.qg.,
traffic direction is not a violation of the Act. The Act does not
prohi bit actions taken for the primary purpose of protecting
mlitary facilities, property, and personnel.

f. Intelligence gathering. Certain DO DA intelligence and
| aw enf orcenent agencies are authorized to collect, retain, and
dissem nate information for the protection of Defense facilities,
property, and personnel. AMC Intelligence and Security personne
are not authorized to collect, retain, or dissemnate such
i nformation per AR 381-10. @ ven Constitutional guarantees of
free speech, free association, and privacy, DOD DA intelligence
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and | aw enforcenent agencies nmust scrupul ously adhere to the
appl i cabl e policies and procedures. GCenerally speaking, with
regard to collection, these require a legitimte category of
information, the | east intrusive neans, and the appropriate
approval authority, and with regard to retention and

di ssem nation, these require a |legitimte purpose.

g. Command and signal .

(1) For unsecure voice communi cations with AMC COVMAND
COUNSEL, use (703) 617-8031/8032/0238. (NOTE: The DSN prefix is
767.)

(2) For secure voice (STUIIIl) conmunications with AMC
COMMAND COUNSEL, use (703) 617-8031/8032/8048. (NOTE: The DSN
prefix is 767.)

(3) For unsecure facsiml|e comunications with the AMC
COMMAND COUNSEL, use (703) 617-5680. (NOTE: The DSN prefix is
767.)

5- 26. Chemi cal / bi ol ogi cal . a. FP Plans will describe
procedures for protecting soldiers, civilian enpl oyees, famly
nmenbers, facilities and equi prent at AMC install ati ons agai nst
chem cal and bi ol ogical (CB) agent attacks. Commanders wl |
ensure all AMC personnel and installations are provided

i nformati on and gui dance for protecting the force during CB

si tuati ons.

b. AMC chem cal activities/depots are specifically guided by
AR 50-6, 385-61 and AR 190-59 for safety and security
requirements.

c. The CB threat nmust be continually analyzed. Installation
conmanders must consider potential CB threats in |ocal threat
assessments and contingency/di saster plans. Installation

Commanders will --

(1) Analyze the CB threat as part of the overall Physica
Security Plan (PSP) during |local threat assessments.

(2) Devel op CB response procedures for disaster/
conti ngency pl ans.

(3) Contact the U S. Arny Sol dier and Biol ogi cal Chem ca
Command (SBCCOM (perations Center if technical assistance or
speci alized teans are required. Chem cal capabilities include:
render safe operations, detection/identification, physica
protection, and decontam nation. SBCCOMwi || coordinate
bi ol ogi cal agent technical assistance with the U S. Arny Medica
Research Institute for Infectious D sease (USAMRIID).

(4) Report all CB incidents through their normal chain of
comand and to the AMC ECC.
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(5) Ensure the Special Reaction Team (SRT) is adequately
equi pped and trained in order to react to the CB threat and/or
i nci dent .

(6) Menoranduns of Agreenent (MOA) and/or | ocal energency
response plans/nmutual aid agreenments will be coordinated with
local fire, police, and health authorities, as appropriate.

d. Communi cations. Tel ephone nunbers and ot her el ectronic
addresses are as foll ows:

(1) SBCCOM Qperation Center.

Voi ce phone:

Duty Hrs - DSN 584-2933

COW 410-671- 2933

Nonduty - DSN 584-2148

COW 410-671-2148

FAX phone: DSN 584- 4496

COW 410-671- 4496

E-mai | :  AVBCBOC@pgea. arny. m

(2) AMC ECC

Voi ce phone: DSN 767-8406
COW 703- 617- 8406

FAX phone: DSN 767-2935
COW 703-617- 2935

E-mail: AMCOC@HQAMC. arny. mi |

5-27. Medi cal response and consequence managenent.
a. General. Medical response planning at all |evels of
command within AMC is an essential FP function. |f an incident

occurs, tinely nedical response is critical to provide appropriate
| evel s of trauma treatnent, mnimze |loss of Iife, and protect

agai nst additional injury subsequent to the event. Prior

coordi nation of response details, proper consequence managemnent,
and exercise of the response plan are essential in ensuring
optimal care is delivered at the incident scene, in nedical
treatnment facilities, and in the organi zation after the event.

b. Concept. Installation operations personnel wll develop a
pl an of action to provide on-site medi cal response. Details wll
be closely coordinated with the Installation Medical Authority
(I'MA) and |l ocal and regi onal energency preparedness officials, as
requi red, based on installation specific circunstances.

c. Execution. Consider the follow ng in devel oping the
response pl an:
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(1) Threat analysis. The INMA nust anal yze the various
proposed scenari 0os, assess the capabilities avail able, and
determ ne any additional requirenents for training, personnel, or
equi pnent .

(2) Availability of responders. Subordinate AMC units are
| ocated at a wide variety of types of installations with different
| evel s of medical support. In nmany situations, only energency
nmedi cal treatnment (EMI) support is available on the installation.
There are three general types of nedical support scenari os.

(a) Medical personnel avail able, chem cal weapons on
site. These installations already have a detail ed chem ca
acci dent response plan. Installation operations personnel shoul d
tailor the responses specified in that plan to nonchem ca
energencies to neet the FP requirenent.

(b) Medical personnel avail able, no chem cal weapons
on site. The clinic already has a mass casualty plan. Sone
adjustrments will be required to include terrorist attack
scenari 0s.

(c) No nedical personnel available. 1n the absence of
nmedi cal personnel on site, agreements with local jurisdictions are
in place to provide energency nedi cal response. Such agreenents
must be revised to include terrorist attack scenari os.

(3) Site specific considerations. The IMA and the AMC
installation or tenant unit commander nust carefully coordinate to
ensure the potential for exposure of responders to hazardous
chem cal s, nucl ear and/or biological contam nates, the risk of
expl osi on, or other site-specific industrial hazards is recognized
i n devel opi ng the response plan and consequent managenent.

(4) Conmmuni cations. Medical response resources nust be
able to comunicate with the energency operations center.
Conmmuni cat i ons exerci ses nust be conducted to verify voice and
dat a comuni cati ons systens are functional.

(5) Psychol ogical effects. Mlitary nental health
services are not conmmonly found at AMC install ations. Energency
response plans typically do not provide for posttraumatic
psychol ogi cal counseling necessary following a terrorist attack.
The need for trained nental health professionals to provide
counsel ing nmust be included in coordinating with the supporting
mlitary and civilian nedical treatnment facilities.

(6) External support. Regardless of the availability of
first responders on the installation, coordination nmust be nade to
provi de hospital based out-patient and in-patient care for
casualties. Installation personnel nust review support and mutua
aid agreements to ensure sufficient treatnent capacity can be

5- 44



AMC- R 525-13

accessed to accommpdate casualties froma terrorist attack
Avai l abil ity of nedical evacuation assets nust be included in the
revi ew.

d. Coordination. Qperational control of supporting Arny
nmedi cal assets is |located at the Regional Medi cal Conmand (RMO).
Medi cal response plans and requests for services should be
coordi nated through the local treatnent facility, the supporting
Medi cal Departnent Activity (MEDDAC) and the RMC

e. Exercises. Response plans devel oped for force protection
nmust be exercised regularly to be effective. Such exercises nay
be held in conjunction with other requirenents. Hospitals and
clinics must conduct nass casualty exercises. There are
requi rements for exercising nmedical response to chem ca
accidents. Holding FP response exercises in conjunction with
ot her existing exercise requirenments will benefit the FP effort
wi t hout overburdeni ng the agencies involved. It is critical that
agencies external to the installation actively participate in al
exer ci ses.

5-28. Safety. a. Safety planning and execution at all levels
of command within AMC is essential to FP prograns. During

pl anni ng and execution, commanders and staffs will use risk
managenent procedures to identify and control m ssion hazards.
The ri sk managenent nodel includes five steps: 1) identify
hazards, 2) assess hazards, 3) develop controls and nake ri sk

deci sions, 4) inplenent controls, and 5) evaluate. For each
threat situation, risk nmanagenent procedures should be used to
identify the hazards that result in the greatest risk to the

m ssion, including personnel and public safety.

b. Installation staffs will coordinate with appropriate |ocal
ener gency response authorities to review nutual aid agreenents
and/ or notification for contingency/di saster preparedness and
threat scenarios. Installation safety personnel wll continuously
integrate safety requirenents and identify hazards in preparation
for worst case scenarios. Activities that contribute to preparing
for the threat include (but are not limted to): planning, review
of SOPs, training, exercises and eval uati on.

c. Commanders will ensure that all AMC personnel and
installations are provided information and gui dance for protecting
the force during situations where personal safety is threatened.

d. Staffs will advise the Comrander of bel ow standards status
that could affect force protection. Safety concerns related to FP
will be addressed to the FP Wrking G oup for resol ution

5-29. Force protection training. a. GCeneral. Force
Protection training requirenments and standards for organizations,
installations, and individuals will be inplenented at all AMC
conmand | evels. Force Protection training initiatives exist to
ensure that Force Protection know edge and awar eness are
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enphasi zed at all levels. [Individual security awareness and
protection training are essential elenents of the overall force
protection program Each individual nust share in this
responsibility by ensuring the proper degree of alertness and
support of personal protection nmeasures. The objectives of the
Force Protection training initiatives are the foll ow ng:

(1) Instill an active Antiterrorisn Force Protection
m ndset in all personnel.

(2) Train commanders and staff to integrate Force
Protection and ri sk nmanagenent considerations into all operations
and activities.

(3) Direct specialized training for key personne
perform ng force protection duties.

(4) Increase the know edge and awar eness of al
individuals in the recognition of possible threats and
vul nerabilities, hazards, and recomended counter neasures.

(5) Arrange for region specific training for depl oyi ng
i ndi vi dual s and organi zati ons.

(6) Include Force Protection into organization training
exerci ses.

b. Training Program Levels. The U S. Arny Force Protection
trai ni ng gui dance consists of four levels of AntiterrorisniForce
Protection training. This section inplenments the MACOM portion of
the Levels | and Il instructions of the Arny program at AMC.
Levels Il and IV training are managed at HQDA. The following is
alist of the four levels of training described in the U S. Arny
progr am

(1) Level I: Individual Awareness Training.
(2) Level I1: Key Force Protection Personnel Training.
(3) Level I11: LTCCOL Pre-conmand Course Trai ni ng.

(4) Level IV: Executive Level Semnar (COL - MG |evel).

c. Level | Training. VLevel | training provides individual
antiterrori smawareness training to soldiers, DA civilians,
contractors, and fam |y nenbers depl oying or traveling out si de the
50 United States, its territories, and possessions. Level |
training nust be acconplished within 6 nmonths prior to
depl oynment/travel. Level | consists of two categories: (1)
training required for deploynment to negligible/lowthreat areas;
and (2) training required for mediumor higher threat areas.

5-46



AMC- R 525-13

(1) Level I mninumtraining standards for depl oynents to
negligible/lowthreat areas are itens |isted below Level |
(negligible/lowthreat) training does not require a Level |
qualified instructor.

(a) Viewthe current Arny’s Force Protection/
Antiterrorismtraining videos, Introduction to Terrorism
Terrorism Qperations, and Individual Protective Measures.

(b) Receive and read JS Quide 5260 "Service Menber’s
Personal Protection Quide: A Self-Help Handbook to conbati ng
Terrorism July 1996 and OCICS pocket card (PC) 5260, or GIA 19-4-
3, a pocket booklet entitled "Individual Protective Measures for
Personal Security" July 1997.

(c) Receive a current update on the area of travel.

(2) Level I mninmumtraining standards for depl oynent to
nmedi um or higher threat areas are the foll ow ng:

(a) The sane requirenments as Level | (negligible/low
threat areas), plus the additional videos: Detecting Terrori st
Surveill ance and Hostage Survival .

(b) Instruction by a qualified instructor using the
| esson pl ans, which have been prepared or approved by the U S
Arny Mlitary Police School. A qualified instructor is an
i ndi vi dual who has conpleted Level Il training; or, an individua
who has received formal training in antiterrorismindividua
protection. A Colonel (O6) is the |owest |evel authorized to
designate qualified instructors of those who have not conpl et ed
| evel 11 training.

(3) The Level | Programof Instruction is available for
issue fromthe US. Arny Mlitary Police School by letter request
signed by O 6 Conmander to--

Comandant

US Any Mlitary Police Schoo

ATTN.  ATZN MP-TD

Ft Mdellan, AL 36205-5030

(4) The Level | Program of Instruction consists of the
foll ow ng subjects:

(a) Introduction to Terrorism (RJ1200).
(b) Terrorism Qperations (RJ1205).
(c) Individual and Unit Protective Measures (RJ1215).

(d) Hostage Survival Techni ques (RJ1225), Medi um or
H gh threat areas.
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(e) Terrorist Surveillance Detection (RJ1235), Medi um
or H gh threat areas.

d. Level Il Training. Level Il training has the follow ng
obj ecti ves:
(1) Prepare individuals to nanage force protection
prograns and provide subject matter expertise to the organization
comander .

(2) Train and certify individuals who can provi de Level |
training at the organization and installation |evel.

(3) The target audience for Level Il Training includes E-6
through O 4, warrant officers, and civilians.

(4) The formal training course entitled, "The Force
Protection Unit Advisors Course,” at the U S Arny Mlitary Police
School and the "Antiterrorismlnstructor Qualification Course," at
the John F. Kennedy Special Warfare Center and School, satisfies
the Level 11 Training requirenents.

e. Tasks and responsibilities.
(1) MBC SRA commander s/ directors:

(a) Provide for the training of key installation and
organi zation Force Protection personnel at their appropriate
| evel s. Conmanders will ensure that key personnel are
identified/ rel eased and that funds are programmed for formal staff
training. It is mandatory that Force Protection nmanagers and
specialists in the types of positions |isted bel ow attend fornal
qgual i fying training courses:

1l Force Protection Oficers and their assistants.
2 Physical Security Specialists.
3 Intelligence Personnel.

4 Information Assurance (information systens
security) staff.

5 Persons presenting Force Protection Briefing and
Trai ni ng.

(b) Ensure training exercises (CPX, FTX etc.),
include integrated scenarios of terrorist threats, THREATCON
procedures, attacks and consequence nanagenent.

(c) Ensure high-risk personnel and individuals
assigned to high-risk positions attend the Individual Terrorism
Awar eness Course (2A-F40/011-F21, (5 days) U S. Arny JFK Specia
Warfare Center, Fort Bragg, NC), or equivalent, prior to
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initiation of overseas travel

(d) Ensure DCD personnel depl oyi ng OCONUS receive
focused Level | training on AntiterrorisniForce Protection prior
to depl oynent. These personnel include individual soldiers, DOD
civilians, and their famly nenbers whether depl oying as part of a
unit, as an individual staff augmentee or unit filler, on TDY
per manent change of station (PCS) or |eave. Provide DOD
contractors training when they are traveling OCONUS as part of
contractual operations. Training will include the follow ng
t opi cs:

[=

Sel f - protecti on neasures.

Potential threats in the areas of travel

W N

Avoi di ng/ overcom ng routi ne behavi or patterns.

[

Mai ntaining a |l ow profile.

|on

Being sensitive to change in the security
at nosphere.

{op}

Bei ng prepared for unexpected events.

[~

Wr ki ng envi ronnment awar eness.

Visitor control

|oo

Soci al and recreational activities awareness.

5 ko

Air, rail, and sea travel awareness.

|I—‘
=

| nformation specific to the travel areas on how
to respond to suspicious incidents.

12 Al other training requirenents as determ ned by
t he gai ning commander-in-chief (CONQ and within the MSC s/ SRA' s
ability to provide.

(e) Ensure that |eaders of units depl oyi ng OCONUS
recei ve additional training focusing on their Force Protection
| eadership responsibilities, including risk nanagenent.

(f) Ensure training is provided to enhance travel
security of individuals while en route on OCONUS PCS. (The
gai ning conmand wi || be responsible for providing nore detail ed
training when the soldier or DOD civilian arrives.) Provide
sol diers and DOD civilians scheduled for an OCONUS PCS a tailored
t hreat awareness briefing. The briefing will focus on the
soldier's node of travel and hotel security tips relevant to the
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gai ning command. Fam |y nenbers traveling with a soldier or DOD
civilian for an OCONUS PCS will be offered the opportunity to
attend the threat awareness briefing.

(g) Docunent that individuals have received training
prior to OCONUS travel. Docunentation includes the individual's
standard nanme |ine and the date and of the training by notations
in individual training, personnel records, or a nenorandum
certifying that the individual has received the training.
Establ i sh procedures that verify the training for the office
i ssuing orders and that serve as the authority to rel ease orders
to the traveler

(h) ldentify key positions in their commands that
require formal or refresher Force Protection training (including
ri sk managenent) prior to assunption of duties. These
recommendations will be passed to HQ AMC (AMCPE) for consolidation
to HQDA DCSPER to ensure that assignnent orders clearly delineate
special instructions for training prior to assignment.

(i) Docunent the famly menbers' choice to accept or
decline the travel security briefing on installation clearance
papers for soldiers on PCS orders to an OCONUS assi gnment .

(j) To the maxi mum extent possible, provide Level |
trai ning support for nenbers of other AMC el enments and individual s
geographically separated fromtheir parent organizations.

(2) HQ AMC responsi bilities.
(a) AMCLG OF.

1l Serve as the overall point of contact for the
AMC Force Protection Training Program

2 Devel op and i nplenent the AMC Force Protection
Trai ni ng Program

3 btain and all ocate quotas for the Force
Protection Unit Advisor’s Course (Level Il training/
certification) and the Level 1V executive |evel training semnar.

4 Distribute ISS/I A policy and in coordination
with AMCI O inplenentation procedures.

5 Coordi nate through channels with the theater
CI NC or gai ning OCONUS commander to obtain Force Protection
training requirements and information specific to the target area
of operations.

6 Serve as the point of contact for AMC Level
training and travel security information.
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7 Inplement the Level | training programfor AMC,

8 Develop and distribute travel security
guidelines and briefing material s.

(b) AMCM .

1 Prepare and/ or schedul e SAEDA briefings, which
include terrorist threat section, for all personnel on a biennia
basi s.

2 Contribute to the devel opnent of travel threat
and security guidelines for use by the AMC FP O'fice in preparing
Level | Travel briefings.

3 Contribute to the devel opnent of force
protection scenarios for training exercises.

(c) AMCPE.

1l ldentify for travel security briefings and
training the HQ AMC mlitary and DA civilian personne
travel i ng/ depl oyi ng/ PCSi ng OCONUS and i ncl ude mandatory FP Level
Training requirements on all overseas travel/depl oynent orders.
Provi de the names/destinations of OCONUS travelers to AMCLG CF.

2 Retain TDY, PCS or |eave orders of OCOUNS- bound
personnel until they are certified by AMCLG OF as Level | trained
for their destinations.

(d) AMCPE-S.

1l Serve as subject nmatter expert for devel opnent
of physical security and high-risk personnel training and briefing
materi al s.

2 Serve as AMC point of contact for Special
Reaction Team traini ng.

3 Serve as AMC point of contact for evasive driver
traini ng.

4 Contribute to devel opnent of force protection
scenarios for training exercises.

(e) AMOCH,

1l Serve as the subject matter expert for
i nformation regarding beliefs and practices of distinctive faith
groups and factions. Assist AMCLG OF, AMCM, AMCPE, and AMCPE- S
in preparation of materials for training, travel, and security
briefings as appropriate for mlitary purposes.
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2 Assist commanders at all |evels in understandi ng
of specific requirenents and practices so that effective decisions
can be nade in those instances where religious beliefs and
practices are clained to be in conflict with mlitary directives.

5-30. Reports. a. Terrorist Threat Report (TTR). Per AR
525-13, a Terrorist Threat Report (using OPREP-3 format) is
required when credible information is received about a pl anned
attack against U S. Arny personnel, facilities or assets.
Information is considered credible if it warrants a change in the
THREATCON or an increase to current security neasures. Additional
reporting procedures and requirenents are contained in AR 525-13
(Appendi x D), and Chairman of the Joint Chiefs of Staff

I nstruction, CICSI 3150.03, dated 1 DEC 93.

(1) TTR tinme requirenents.

(a) If there is credible information of a possible
attack or incident, provide the information i nmedi ately by
tel ephone to the Arny Qperations Center and as soon as possible
thereafter to the AMC Qperations Center.

(b) Afollowup OPREP-3 Wil be transmtted within 6
hours of receiving the original threat information to the Arny
Qperations Center and to AMC HQ (AMCLG OF).

(c) Updates to TTR nessages are required as soon as
new i nformati on becones available or at |east once every 12
hour s.

(2) TTR Addressees. TTR nessages shoul d be addressed to
the foll ow ng: HQDA (MSG address: DA WASH DC/ / DAMO- AOC/ DAMO- ODL-
FP/ DAMD- CDQ' DAM -CHI / /), C D Command ( CDRUSACI DC WASH DC/ / C OP-
N /), 1 NSCOM (CDRI NSCOM FT BELVO R VA /1 ACPS-1S//); HQ AMC
( CDRAMC ALEXANDRI A VA// AMCLG OF/ /), and the regi onal commander
(e.g., FORSCOM ( COMFORSCOM FT MCPHERSON GA/ / AFOP- OCQO' AFPM FP/ AFI N-
1S/T).

b. Terrorist Incident Report (TIR). Per AR 525-13, a TIR
(using OPREP-3 format) will be submtted when a terrorist incident

or suspected terrorist incident occurs against US. Arny
personnel, facilities, or assets.

(1) TIR tinme requirenents.
(a) Initial TIRs will be provided i nmedi ately by
tel ephone to the Arny Qperations Center and as soon as possible
thereafter to the AMC Qperations Center.
(b) Tel ephonic updates will be every even hour for the

duration of an incident to the Arny Qperations Center (AOCC) and
the AMC (perations Center.
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(c) An electronic nmessage with all available details
of the incident, security neasures in effect, and actions taken
since the attack will be submtted within 6 hours of the incident
to the ACC and AMC (perations Center.

(2) TIR subm ssion requirenments and addressees.
(a) Initial TIRs will be provided tel ephonically to
the Arny Qperations Center (AOCC DSN. 227-0218/9; Comm (703) 697-
0218/ 9 and the HQ AMC (Qperations Center (DSN. 767-8406/8407; Conm
(703) 617-8406/ 8407).

(b) TIR Addressees. TIR nessages shoul d be addressed
to the followi ng: HQA (MSG address: DA WASH DC/ / DAMO- ACC/ DAMD
ODL- FP/ DAMO ODQ' DAM -CHI / /), C D Conmand ( CDRUSACI DC WASH
DO/ COP-1N /), INSCOM (CDRI NSCOM FT BELVO R VA/ /1 ACPS-1S//); HQ
AMC ( CDRAMC ALEXANDRI A VA// AMCLG OF/ /), and the regional conmander
(e.g., FORSCOM (COMFORSCOM FT MCPHERSON GA / AFOP- OCQ' AFPM FP/ AFI N-
1S/T).

c. After action report. Per AR 525-13, a conprehensive after
action report of the terrorist threat or incident is required
within 30 days. MSC conmanders and SRA directors are required to
forward a conplete report of the threat or incident, including
| essons |earned to HQ AMC (AMCLG OF). HQ AMC will conpile and
forward the final after action report to HQDA (DAMO CDL-FP) and to
the Center for Arny Lessons Learned (CALL).

d. THREATCON reports. THREATCON reports will be submtted
per AR 525-13 and this regulation. The followi ng instructions are
in addition to the instructions contained in AR 525-13.

(1) Commanders/directors of MSCs/SRAs will report changes
to THREATCONs to HQ AMC (perations Center (AMCLG OF) within 2
hours by tel ephone DSN 767-8406/7. The tel ephonic report wll be
followed up within 6 hours by a facsimle or electronic nessage to
HQ AMC Qperations Center (AMCLG OF), facsimle DSN 767-2935 or
secure facsimle DSN 767-7312.

(2) HQ AMC Qperations Center (AMCLG RO) will nonitor the
status of THREATCONs for subordi nate commands and report
subordi nate and commandw de THREATCON changes to HQDA. The
nont hl y MACOM THREATCON status will al so be reported by AMC HQ

(AMCL-RO to HQDA.

(3) HQ AMC (perations Center (AMCLG RO) will submt
nont hl y THREATCON to HQDA per AR 525-13.

e. The following reports are required by this regulation:

(1) Command Force Protection Assessnent: NMBC/ SRA
conmanders submt annually by 15 Novenber.
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(2) Terrorist Threat Report: Al organization el enents
submt a TTR (using the OPREP-3 fornmat) when there is a credible
terrorist threat.

(3) Terrorist Incident Report: Al organization elenments
submt a TIR (using the OPREP-3 format) when a terrorist incident
or suspected terrorist incident occurs.

(4) THREATCON status: MSC SRA conmmanders will subm t
THREATCON status nonthly to HQ AMC (perations Center (AMCLG RO).
THREATCON changes wil|l be reported to HQ AMC Qperati ons Center
(AMCLG- RO) within 2 hours of the change.
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The proponent of this regulation is the United States
Arny Materiel Command. Users are invited to send
comment s and suggested i nprovenents on DA Form 2028
(Recommended Changes to Publications and Bl ank Forns) to
Commander, HQ AMC, ATTN. AMCLG OF, 5001 Ei senhower
Avenue, Al exandria, VA 22333-0001.

FOR THE COMVANDER

OFFI O AL: NORMAN E. W LLI AVB
Maj or General, USA
Chief of Staff

LEROY TI LLERY
Chief, Printing and Publications
Branch

DI STRI BUTI ON:
Initial Distr H(44) 1 ea HQ Acty/ Staff O c
LEAD (SICQLE-DO-1) (2)

AMCI O | - SP st ockr oom (15)

Separate Reporting Activities (SRA) (2 ea)
AMCOM AVSAM RM FD ( 4)

AMCOM AMSAM SMO (Li brary) (4)

ARL/ ANSRL- Cl - TG (4)

CECOM AVBEL- | M BM | (4)

| O/ AVBI O | MC (4)
LOGSA/ AMXLS- I M (4)
SBCCOM AVBCB- CI H (4)
STRI COM ANMSTI - CS (4)
TACOM AVSTA- RM DCR (4)
TECOM AMSTE- CT- N (4)
USASAC/ AVBAC- | M O (4)
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APPENDI X A
REFERENCES

SECTION |I. Required References

AR 190-13
The Arny Physical Security Program Septenber 1993.

AR 190- 27
Arny Participation in the National Cine Information Center

AR 190- 45
Law Enforcenent Reporting

AR 190-51
Security of Unclassified Arny Property (Sensitive and
Nonsensi tive)

AR 190-58
Personal Security

AR 195-2
Crimnal Investigation Activities

AR 360-5
Arny Public Affairs, Public Information, and the AMC Suppl enent.

AR 380-13
Acqui sition and Storage of Information Concerning Nonaffiliated
Persons and Organi zati ons

AR 380-19

I nformation Systens Security, and the AMC Suppl enent.

AR 380-53

Information systens Security Mnitoring

AR 381-10

US Any Intelligence Activities

AR 381-12

Subversi on and Espi onage Directed Against the U S. Arny (SAEDA)
AR 415-15

Arny Mlitary Constructi on Program Devel opnent and Execution
AR 525-13

The Arny Conbating TerrorismProgram-- Antiterrorism Force
Protection (AT/FP): Security of Personnel, |Information, and

Critical Resources
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AR 525- 20
Command and Control Counterneasures (CCV)

AR 530-1 and AMC Suppl enent to AR 530-1
Qperations Security (OPSEC

DA PAM 190-51
Ri sk Analysis for Arny Property

DODD 2000. 12
DOD Conbating Terrorism Program

DOD Handbook 2000. 12H
Protection of DCD Personnel Against Terrorists Acts

DODI  2000. 14
DOD Conbating Terrorism Program Procedures

DODI O 2000. 16
DCD Conbating Terrorism Program St andards

FM 100- 14
Ri sk Managenent

GTA 21-3-11
| ndi vi dual Protective Measures (or |ocally produced equival ent)

Joint Pub 3-07.2
Tactics, Techni ques, and Procedures for Antiterrorism

JS Qui de 5260
Servi ce Menber's Personal Protection Quide: A Self-Help Handbook
to Conbating Terrorism

TM 5-853-1
Security Engineering, Project Devel opnent

TM 5-853- 2
Security Engineering, Concept Design

TM 5- 853- 3
Security Engineering, Final Design

TM 5- 852- 4
Security Engineering, Electronic Security Systens
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SECTION I1. Rel ated References

C2 Protect & lIntelligence
AR 380-5 and AMC Suppl enent to AR 380-5
Departnent of the Arny Information Security Program

AR 380- 10
Technol ogy Transfer, Disclosure of Information and Contacts with
Forei gn Representatives, 30 Decenber 1994.

AR 380- 28
Departnent of the Arny Special Security System- Sensitive
Conpartnented I nformation

AR 380-40
Policy for Safeguarding and Controlling Conmunications Security
(COVBEC) Materi al

AR 380-67
Personnel Security Program 9 Sep 88, and the AMC Suppl enent.

AR 381-20
The Arny Counterintelligence Program

AR 381-100
Arny Human Intelligence Collection Prograns(S)

ARL's Assessnent of Uncl assified-Sensitive AIS, 10 Mar 97.

DODD 5240. 1
DCOD Intelligence Activities, 25 April 1988.

DOD 5240. 1-R
Procedures CGoverning the Activities of DOD Intelligence Conponents
that Affect United States Persons, Decenber 1982.

FM 34- 60
Counterintelligence

Message, DA (DAMO- QDI ), DTG 201912A SEP 96, subj: Activation of
t he ACERT/ Coordi nation Center (CC).

Chapl ain _Services
FM 16-1
Rel i gi ous Support

Law Enforcenent, Physical Security, and Personal Security
AR 55-46
Travel Overseas

AR 190-11
Physi cal Security of Arnms, Ammunition and Expl osives
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AR 190- 14
Carrying of Firearnms and Use of Force for Law Enforcenent and
Security Duties, 12 March 1993.

AR 190- 16
Physi cal Security

AR 190- 30
Mlitary Police Investigations

AR 190- 56
The Arny Gvilian Police and Security Quard Program

AR 500- 50
G vil D sturbances

AR 500- 51
Emer gency Enpl oynment of Arnmy and Ot her Resources - Support to
G vilian Law Enf or cenent

DODD 5525. 5
DOD Cooperation with Gvilian Law Enforcenent Oficials, 15
January 1986.

DODI 5210. 84
Security of DOD Personnel at U S. M ssions Abroad, 22 January
1992.

FM 19- 10
The Mlitary Police Law and Order Qperations

FM 19- 15
G vil D sturbances, 25 Novenber 1985.

FM 19- 20
Law Enf orcenent |nvestigations

FM 19- 30
Physi cal Security

Legal
AR 27-10
Mlitary Justice, 24 June 1996.

18 U.S.C. 8§ 1385 (Posse Comtatus Act).

Agreenent CGoverning the Conduct of the Defense Departnent
Counterintel ligence Activities in Conjunction with the Federal
Bureau of Investigations, 5 April 1979 (reprinted in AR 381-10).

Menor andum of Under st andi ng Bet ween t he Departnent of Defense, the
Departnment of Justice, and the FBI on Use of Mlitary Force in
Donestic Terrorist Incidents, 5 August 1983.
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Menmor andum of Under st andi ng Bet ween t he Departnent of Justice and
Defense Relating to Investigation and Prosecution of Certain
Crimes, August 1984 (reprinted in AR 27-10).

Medi cal Response and Consequence Managenent
AR 50-6
Chem cal Surety

DA PAM 50- 6
Chem cal Accident or Incident Response and Assistance (CAl RA)
Qper ati ons

FM 3-4
NBC Protection

FM 3-5
NBC Decont am nati on

FM 3-21
Chem cal Acci dent Contam nation Contr ol

FM 3- 100
Chem cal Qperations, Principals, and Fundanmental s

FM 8- 9
NATO Handbook on the Medi cal Aspects of NBC Def ensive Qperations

FM 8- 10-7
Heal th Service Support in a Nuclear, Biological and Chem cal
Envi r onnment

FM 8- 55
Pl anning for Health Service Support

FM 8- 285
Treat ment of Chem cal Agent Casualties and Conventional Mlitary
Chem cal Injuries

MEDCOM Reg 525-4
Mlitary OQperations Energency Preparedness

Plans and Operations
AR 530-1
Qperations Security (OPSEC)

DOD G vilian D sturbance Plan (GARDEN PLOT), 15 February 1991.

DODD 3025.1
Mlitary Support to Gvil Authorities, 15 January 1993

DODD 3025. 12
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Mlitary Assistance for Cvil D sturbances,

FM 100- 5
Qper at i ons

FM 100- 19
Donesti ¢ Support Operations

FM 100- 37
Terrorism Counteraction, July 1987.

FM 101-5
Staff Organi zation and Qperation

Public Affairs
AR 360-61
Community Rel ations

AR 360- 81
Conmand | nformati on Program

SAFETY
AR 385-10, The Arny Safety program

AR 385-40, Accident Reporting and Records

4 February 1994.

AR 385-61, The Arny Chem cal Agent Safety Program

AR 385-64, Arny Expl osives Safety Program

AR 385-69, Biological Defense Safety Program

AR 385-80, Nucl ear Reactor Health and Safety
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G.CSSARY

SECTION | . Abbrevi ations

ACERT Arny Conputer Energency Response Team

AG Attorney Ceneral

Al G Aut omat ed | nformati on G oup
Al S Aut omat ed | nfornmation System
AMC Arny Materiel Command

AMG Al arm Monitor G oup

ACC Arnmy Qperation Center

AR Arny Regul ati on

AT Antiterrorism

AWOL Absent W thout Leave

BASOPS Base (perating (Information) System

CALL Center for Arny Lessons Learned

CB Chem cal and Bi ol ogi cal

CBT Conput er Based Trai ni ng

CcCcrv G osed Grcuit Tel evision

CDR Commander

CG Conmandi ng Gener al

anb Crimnal Investigation (Command) Division
a Ds Conmercial Intrusion Detection System

CI NC Commander - i n- Chi ef

COVBEC  Communi cations Security

CONUS Continental United States

COOP/ DRP Continuity of Qperations/Di saster Recovery Pl an
CPAC G vilian Personnel Advisory Center
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CPM Commrand Provost Marshal

CPCC G vilian Personnel QOperations Center
CT Conbating Terrorism

DA Departnent of the Arny

DCS Deputy Chief of Staff

DCSINT  Deputy Chief of Staff for Intelligence
DCSPER  Deputy Chief of Staff for Personnel

DA Def ense Intelligence Agency

D SA Def ense I nformati on Systens Agency
DCD Departnent of Defense

DCDD Departnent of Defense Directive
DCODI Departnent of Defense Instruction
DQJ Departnent of Justice

DSS Def ense Security Service

EMI Emer gency nedi cal treat nent

ECC Emer gency Qperations Center

ESS El ectronic Security Systens

FBI Federal Bureau of |nvestigation

FI O Foreign Intelligence Ofice/Oficer
FI'S Foreign Intelligence Service

FM Fi el d Manual

FQUO For Oficial Use Only

FP Force Protection

FPAT Force Protection Assistance Team
FPMO Force Protection Managenent O fice
FPO Force Protection O fice/ Oficer
FPP Force Protection Prograni Pl an
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€o) General officer

HQ Headquarters

HQDA Headquarters, Departnent of the Arny
HRP H gh R sk Personnel /Position

I A I nf or mati on Assurance

| &S Intelligence and Security

| DS I ntrusion Detection System

| VA Install ati on Medi cal Authority

INSCOM Intelligence and Security Command

| NTSUM Intelligence Sunmary

| P I nternet Protocol

| SS Information Security System

J-SIIDS Joint Services Interior Intrusion Detection System
LI WA Land Informati on Warfare Activity

MACOM Maj or Arny Commrand

MOWG Mlitary Construction Wrking G oup

VDARS Mobi | e Detection Assessnent Response System
VDEP Managenent Deci si on Package

MEDDAC  Medical Departnent Activity

MVEVA M ssion Essential Vulnerability Area
M Mlitary Intelligence
MOA Mermor andum of  Agr eenent

MPM S Mlitary Police Managenment |nformation System

VBC Maj or Subor di nat e Conmand
MAD Mlitary Wrking Dog
NCR Nati onal Capital Region

OCONUS Qutside the Continental United States
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QVA Qper ati ons and Mai nt enance Aut hori zation
OPR Ofice of Primary Responsibility
OPREP-3 (perational Report

OPSEC Qperations Security

GSJA Ofice of the Staff Judge Advocate
PA Public Affairs

PAO Public Affairs Oficel/ Oficer
PBAC Process Budget Advisory Conmttee
PC Pocket Card

PCS Per manent Change of Station

PM Provost Marshal

POM Program (bj ecti ve Menor andum

PR Producti on Requi r enent

PSEMO Physi cal Security Managenent O fice

PSP Physi cal Security Program

QPR Security & Law Enforcenent NDEP

QRR Qui ck Reaction Requirenent

BEC Director of Security NMDEP

RAC Resource Action Conm ttee

RACS Regi stration and Access Control System

RDA Resear ch, Devel opnent, Acquisition

RDTE Research, Devel opnent, Testing and Eval uation
RFI Request For I nformation

RI C RAC Resource Integration Conmttee/ Resource Action Conmttee

RIC6 MDEP for physical Security
RM Resour ce Managenent
RMC Regi onal Medi cal Commrand
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RCE Rul es of Engagenent

RUF Use of force

SAEDA Sabot age and Espi onage Directed Agai nst the Arny
SAV Staff Assistance Visit

SBCCOM  Sol di er and Bi ol ogi cal Chem cal Conmand

SC F Sensitive Conpartnent Information Facility
SETAF Sout hern Eur opean Task Force

SIA@NT Signals Intelligence

Sl Statenent of Intelligence Interest
SI O Senior Intelligence Oficer
SJA Staff Judge Advocate

SM Security Manager/ O fice

SV Security Managenent System
SCOP St andard Qperating Procedures
SRA Separate Reporting Activity
SRT Speci al Reaction Team

SSD Security Support D vision

TBB Target Based Budgeti ng

TDY Tenporary Duty

THREATCON Threat Condition

TIR Terrorist Incident Report
TTR Terrorist Threat Report
UFR Unf unded Requirenents

USAMRIID U S. Arny Medical Research Institute for
I nf ecti ous D seases

USAREUR U S. Arny Europe
VTER Antiterrori sm VDEP
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AMC Primary Staff |Indicators

AMCCC Comrand Counsel
AMCCH Conmand Chapl ai n
AMCEN DCS for Engi neering
AMCI O DCS for Corporate |Infornmation
AMCLG DCS for Logistics (AMCLG OF: Force Protection Ofice)
AMCM DCS for Intelligence
AMCPA Commrand Public Affairs Ofice
AMCPE DCS for Personnel (AMCPE-S. Security and
Law Enf or cenent)
AMCRM DCS for Resource Managenent
AMCSF Conmand Safety O fice
AMCSG Conmand Sur geon
SECTION I'l. Definitions and Terns

| nformati on assurance/ C2 Protect Related Terns

Aut henti cati on

A security neasure designed to protect a comuni cati ons system
agai nst acceptance of fraudul ent transm ssions or sinulation by
establishing the validity of a transm ssion, nessage, or
originator, or a nmeans of verifying an individual's eligibility to
receive specific categories of information.

Avail ability
The state when data is in the place needed by the user, at the
time the user needs it, and in the form needed by the user.

Confidentiality
The concept of protecting data from unauthorized di scl osure.

I ntegrity
The degree of protection for data fromintentional or
uni ntentional alteration or m suse.

Ri sk

The probability that a particular threat will exploit a particular
vulnerability of an automated informati on system or

t el ecomuni cations system
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Thr eat

Any capability, circunstance, or event with the potential to cause
harmto an AIS in the formof destructi on, unauthorized

di scl osure, nodification of data, or denial of service.

Threat Agent
A nmeans or nethod used to exploit a vulnerability of a system
operation, or facility.

Vul nerability

A weakness in an AI'S or cryptographic system (or system
procedures, hardware design, internal controls, etc.) that could
be exploited to gain unauthorized access to classified or
sensitive information, inpact systemavailability, or affect data
integrity.

FP Generalized Terms

Antiterrorism

Def ensi ve nmeasures used to reduce the vulnerability of individuals
and property to terrorist acts to include limted response and
containnent by local mlitary forces. Al so called AT.

AT Awar eness
Fundanent al know edge of the terrorist threat and neasures to
reduce personal vulnerability to terrorist acts.

AT Resident Training

Formal classroominstruction in designated DOD courses that
provi de specialized instruction on specific conbating terrorism
topics; i.e., personal protection, terrorismanalysis, regional
interest, and AT pl anni ng.

Conmbating Terrorism

Actions, including antiterrorism (defensive neasures taken to
reduce vulnerability to terrorist acts) and counterterrorism

(of fensi ve neasures taken to prevent, deter, and respond to
terrorism taken to oppose terrorismthroughout the entire threat
spect rum

Counterintelligence

I nformati on gathered and activities conducted to protect agai nst
espi onage, other intelligence activities, sabotage, or
assassi nati ons conducted for or on behalf of foreign powers,

organi zations, or persons, or international terrorist activities,
but not including personnel, physical, docunent, or comunications
security prograns.

Counterterrorism

O fensive neasures taken to prevent, deter, and respond to
terrorism Also called CT
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Domestic Terrorism

Terrorismperpetrated by the citizens of one country agai nst

fellow countrymen. That includes acts against citizens of a
second country when they are in the host country, and not the
principal or intended target.

Fam |y menber

| ndi vi dual s defined as "dependent” in Section 1072(2) OF 10 U.S. C
(reference (c)) including spouse; unnarried w dow, unmarried

wi dower; unmarried legitimate child, including adopted child or
stepchild (under 21, incapable of self support or under 23 and
enrolled in a full-tine institution).

Force Protection

Security program devel oped to protect soldiers, civilian enpl oyees
and famly menbers, facilities and equipnent, in all |ocations and
situations. This is acconplished through the planned integration
of conbating terrorism (AT/CT), physical security, information
operations, personal security and | aw enforcenment operations, al
supported by the synchroni zati on of operations, intelligence,
pol i cy and resources.

Hi gh- Ri sk Personnel

Personnel , who because of their grade, assignnent, synbolic val ue,
or relative isolation, are likely to be attractive or accessible
terrorist targets.

Hi gh- Ri sk Tar get

U S material resources and facilities, because of m ssion
sensitivity, ease of access, isolation, and synbolic val ue may be
an especially attractive or accessible terrorist target.

I nstallation

A grouping of facilities, located in the sanme vicinity, which
support particular functions. Installations may be el enents of a
base.

I nstallati on Commander
The individual responsible for all operations performed by an
installation.

| nternational (or transnational) Terrorism

Terrorismin which planning and execution of the terrorist act
transcends national boundaries. |In defining internationa
terrorism the purpose of the act, the nationalities of the
victins, or the resolution of the incident are considered. Those
acts are usually planned to attract w despread publicity and are
designed to focus attention on the existence, cause, or denmands of
the terrorists.

Operations Security

A process of identifying critical information and subsequently
analyzing friendly actions attendant to operati ons and ot her
activities to:
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a. ldentify those actions that can be observed by adversary
intelligence systens.

b. Determne indicators hostile intelligence systens m ght
obtain that could be interpreted or pieced together to derive
critical information in tinme to be useful to adversari es.

c. Select and execute nmeasures that elimnate or reduce to an
acceptable | evel the vulnerabilities of friendly actions to
adversary expl oitation.

Physi cal Security

That part of security concerned with physical neasures designed to
saf equard personnel, to prevent unauthorized access to equi pnent,
installations, material and docunents, and to safeguard them

agai nst espi onage, sabotage, damage, and theft.

Prevention
The security procedures undertaken by the public and private
sector in order to discourage terrorist acts.

Speci al Reaction Team

A unit of specially trained mlitary or DOD police personnel
operating under the auspices of the Provost Marshal, the Chief of
Security, or the Chief of Security Police, arned and equi pped to
respond to and to resol ve special threat situations above and
beyond the scope of standard or usual |aw enforcenent
capabilities.

Terrorism

The cal cul ated use or use of violence or threat of violence to
inculcate fear; intended to coerce or to intimdate governnents or
societies in the pursuit of goals that are generally political,
religious, or ideological.

Terrori st
An i ndi vidual who uses violence, terror, and intimdation to
achi eve a result.

Threat Analysis

In antiterrorism threat analysis is a continual process of

conpi ling and examning all available information concerning
potential terrorist activities by terrorist groups that could
target a facility. A threat analysis will reviewthe factors of a
terrorist group’s existence, capability, intentions, history, and
targeting, as well as the security environnent wthin which
friendly forces operate. Threat analysis is an essential step in
identifying probability of terrorist attack and results in a

t hreat assessnent.

Threat and Vulnerability Assessnent

In antiterrorism the pairing of a facility's threat analysis and
vul nerabi l ity anal ysis.
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Terrorist Threat Conditions

A CICS- approved program standardi zing the mlitary services’
identification of and recommended responses to terrorist threats
agai nst U S. personnel and facilities. Al so called THREATCONs,
this programfacilitates interservice coordination and support for
antiterrorismactivities. There are four THREATCONs above normal :

a. THREATCON ALPHA: This condition applies when there is a
general threat of possible terrorist activity against personnel
and facilities, the nature and extent of which are unpredictable,
and circunstances do not justify full inplenentation of THREATCON
BRAVO neasures. However, it may be necessary to inplenment certain
nmeasures from hi gher THREATCONs resulting fromintelligence
received or as a deterrent. The measures in this THREATCON nust
be capabl e of being nmaintained i ndefinitely.

b. THREATCON BRAVO This condition applies when an increased
and nore predictable threat of terrorist activity exists. The
nmeasures in this THREATCON nust be capabl e of being nmaintained for
weeks wi t hout causi ng undue hardship, affecting operationa
capability, and aggravating relations with |ocal authorities.

c. THREATCON CHARLIE: This condition applies when an
i ncident occurs or intelligence is received indicating sone form
of terrorist action against personnel and facilities is inmmnent.
| npl erent ati on of measures in this THREATCON for nore than a short
period probably will create hardship and affect the peacetine
activities of the unit and its personnel.

d. THREATCON DELTA: This condition applies in the i mediate
area where a terrorist attack has occurred or when intelligence
has been received that terrorist action against a specific
| ocation or person is likely. Normally, this THREATCON i s
declared as a | ocalized condition.
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